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KEY FINDINGS

e Corruption plays a key role in the diversion of arms and ammunition to criminal organizations and conflict zones.
Whether it’s arms brokers bribing state officials to create fraudulent export or import documentation or military
or police personnel illicitly selling state weapons for personnel profit, corruption has been a critical factor in
many arms diversion incidents over the past 20 years.

e This corruption-fueled diversion, which we define as “the redirection or misappropriation of arms, ammunition,
parts and components, and military equipment to an otherwise unauthorized or prohibited end-user or end-
use resulting from the intentional abuse of entrusted power for private gain,” has contributed to some of the
most stunning defeats of internationally supported militaries. Corruption-fueled diversion has also perpetuated
violence and conflict, complicated economies, harmed vulnerable social groups, corroded political rights, and
uprooted populations.

e These concerns are increasingly pushing states in North America, Europe, and beyond to strengthen efforts
to assess corruption risks in arms exports to prevent arms diversion. However, many of these efforts are still in
their infant stages. There is often a lack of clarity on the specific types of corruption that are most vulnerable to
arms diversion, the typical state personnel involved in the corruption, and the related institutional gaps most at-
risk for facilitating or failing to halt diversion.

e To help fill this gap, Transparency International Defence and Security (TI-DS) and Transparency International US
(TIUS) initiated a study last year to identify the key ways corruption enables or fuels the diversion of arms and
ammunition throughout a weapon’s lifecycle. With assistance from The HALO Trust’s arms diversion dataset,
we identified and reviewed over 400 cases of arms diversion involving allegations or convictions of corruption in
70 different countries around the world (see section 2.2 for more details on methodology). The large number of
cases illustrate the breadth of the problem and provide a useful sample to study corruption-fueled diversion.

® The theft or embezzlement of state-owned weapons for private gain was by far the most common type of
corruption-fueled diversion, with more than 350 different cases. In at least 53 of the 283 cases in the active use
and storage lifecycle stage, mid and high-level officials directly participated in the embezzlement schemes, often
involving large volumes of weapons. Cases involving high-level officials or grand corruption were also present in all
other lifecycle stages. Private arms brokers, criminals, or smugglers allegedly used bribery in 37 of the corruption-
fueled diversion cases from around the world. The active use and storage stage had the most corruption-fueled
diversion cases followed by the disposal, international transfer, and production stages.

e Many of the corruption-fueled diversion cases resulted in devastating consequences for civilians. In more
than 200 cases, military or security personnel reportedly colluded with illicit actors, such as drug traffickers,
insurgents, or terrorists, in connection with arms diversion, which resulted in hundreds of deaths and injuries.

e Corruption-fueled diversion creates some unique and troubling side effects that are not well-know or fully
appreciated. Military or police personnel can intentionally undermine stockpile security and increase the risk of
explosions and fires at munitions sites to mask corruption-fueled diversion. They may “cause a crisis” to hide
ammunition diversion or divert weapons to rebel groups to assist in illicit private businesses.
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40mm barrel-launched grenades (Photo credit: Shutterstock, timeless art)

Several key defense and security institutional factors are strongly connected to corruption-fueled diversion. One
widespread institutional challenge is weak state systems requiring senior and high-risk defense and security
personnel to submit periodic disclosure forms on their income, interests, and assets. Serious weaknesses in
states’ arms stockpile management, recordkeeping, or disposal procedures played an important role in at least

50 cases. Corruption within military and police personnel’s salaries, selection of posts, and promotions is a clear
motivator for some personnel to engage in corruption-fueled diversion, especially when there is weak oversight and
accountability within these institutions. Cases studies on Kenya and Thailand police unpack some of these issues.

TI-DS’s Government Defence Integrity (GDI) index, which assesses the quality of institutional controls to manage the
risk of corruption in defense institutions, provides additional insights on institutional gaps. The GDI covers 32 of the

70 countries with corruption-fueled diversion cases. In 16 of 32 countries, there is no legislation applicable to defense
personnel that facilitates corruption reporting or no effective protections for whistleblowing. There were at least 10
cases where state officials were tipped off about corruption-fueled diversion by individuals inside or outside the
government. In more than 70 percent of the 32 countries, states fail completely to investigate or discipline abuses even
in the face of clear evidence, or their investigations are highly superficial and rarely result in disciplinary action.

These discoveries provide new insights and reinforce previous calls on how to strengthen state arms export risk
assessment questionnaires to prevent arms diversion. Some of the new key questions are focused on assessing
the importing country’s systems for the following: income, interests, and asset disclosure; arms disposal; and
salaries, selection of posts, and promotions. The study reinforces previous risk assessment questions on stockpile
security and recordkeeping, among others.

States now have a much better picture of the problem of corruption-fueled diversion and a new opportunity to help
mitigate its devastating impacts. They should work quickly to strengthen national risk assessments of proposed
arms transfers to countries with high corruption risks. States should also strengthen current efforts to enhance
collaboration in identifying and mitigating corruption-fueled diversion risks within multilateral fora. They can also
help identify and mitigate risks by providing more support for research on related issues and funding for efforts to
strengthen the integrity of defense and security institutions.
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INTRODUCTION

Over the past decade and a half, corruption has played a critical role in some of the most troubling
cases of arms diversion. In 2014, hundreds of Islamic State fighters overwhelmed a much larger
lraqi military force in Mosul in part because troops sold key parts and components of weapon
systems on the black market for personal gain, complicating the Iraqi force’s ability to repel

Islamic State fighters.! During the war in Afghanistan, many US-backed Afghan military and police
personnel reportedly sold weapons and ammunition to the Taliban. Some of these forces even fired
huge volumes of ammunition at nothing, so they could sell the copper casings for extra income.? In
response to these types of issues, Ret. Gen. John Allen, former commander of NATO International
Security Force and US Forces in Afghanistan, reportedly told a US Senate subcommittee that “for
too long we focused our attention solely on the Taliban as the existential threat to Afghanistan,” but
“they are an annoyance compared to the scope and the magnitude of corruption.”

Corruption has reportedly been behind arms diversion
cases that fueled explosions and fires at munitions

sites, corroded elections, elevated armed violence, and
supported organized crime groups. In 2021, a former
deputy defense minister in Kazakhstan alleged that
military officials purposely kept weapons storage sites in
poor conditions to hide illicit sales of surplus munitions.*
The poor conditions of the storage sites reportedly
contributed to the detonation of hundreds of tons of
explosives and over 1 billion rounds of ammunition as well
as 160 injuries and the evacuation of 44,000 residents.® In
Nigeria’s restive Zamfara State, local politicians allegedly
distributed weapons to bandit groups in exchange for
electoral support in 2011 and the years immediately after.®
In 2023, Paraguayan authorities arrested several senior
defense officials for allegedly receiving bribes to allow the
import of 43,000 weapons for criminal groups and others
in Paraguay and Brazil.”

The above cases and many others like it have increasingly
propelled some states to strengthen efforts to assess
corruption risks in arms exports. The US government’s
Conventional Arms Transfer policy, which was updated

in early 2023, states that it will consider the recipient
country’s commitment to “countering corruption in its
defense acquisition system” and seek to “ensure that
arms transfers do not fuel corruption....”® More recently,
the US Department of State in a memorandum to the

US Department of Commerce said it should assess the
“level of corruption in the destination country, including
the extent to which corrupt officials in law enforcement
agencies work with criminal organizations,” to prevent
firearms exports from being “diverted or misused.”®

It, however, is unclear if these new approaches will be
incorporated into the new US administration’s policies.
Similarly, the European Union (EU) recommended in 2015
that states assess whether corruption could influence
the diversion of conventional arms in order to effectively
implement the EU Common Position on Arms Exports.'

1 MacLachlan, Karolina, Dave Allen, Tobias Bock, Katherine Dixon, Rebecca Graves, Hilary Hurd & Leah Wawro. 2017. The Fifth Column: Understanding the Relationship Between Corruption

and Conflict. London: Transparency International — Defence and Security. September 5, p. 26.

2 Harooni, Mirwais & James Mackenzie. 2016. ‘Waste fears as Afghan soldiers cash in on spent ammo.” Reuters. July 20.

3 Riechmann, Deb. “US gen: Corruption is top threat in Afghanistan”. The San Diego Union-Tribune. Apr. 29, 2014. htp://www.sandiegouniontribune.com/sdut-us-auditor-corruption-

threatens-afghan-progress-2014apr29-story.html

4 Severny, Vladimir. 2021. ‘Tenepan-maiiop AiTkanu ViceHrynos: “f 3Hato, KTO BUHOBEH BO B3pblBax Ha BOEHHbIX ckaagax nos Tapasom.” Karavan. September 17. Reuters.

2021. ‘Blasts at Kazakh munitions depot kill 12, wound 98." Reuters. August 27.

5 Satubaldina, Assel. 2020. ‘Kazakh President Visits Arys One Year After Ammo Depot Accident.” The Astana Times. August 21; RFE/RL (Radio Free Europe/Radio Liberty). 2019. ‘PACKAGE:

Military Warehouse In Arys: Before And After The Explosion.” Radiio Free Europe/Radio Liberty. June 27.
6  Rufai, Murtala Ahmed. 2021. ' AM A BANDIT': A Decade of Research in Zamfara State Bandit's Den. Sokoto: Usmanu Danfodiyo University. September 9, p. 11. Isanotu, Idowu. 2024.

‘Security Agents Supplying Arms To Terrorists, Bandits-NSA." Daily Trust, October 18.

7 Associated Press. Paraguay rounds up ex-military leaders in arms smuqgaling sting carried out with Brazil. December 5; Ministerio Publico. 2023. Dakovo: Prosecutors charged and

requested prison for those arrested after mega-operation against international arms trafficking. Republic of Paraguay. June 12.

8  United States Office of the Press Secretary, “Memorandum on United States Conventional Arms Transfer Policy”. The White House. February 23, 2023.

9  Bonnie D. Jenkins.2024. Memorandum. US Department of State. Under Secretary of State for Arms Control and International Security. April 8.
10  General Secretary of Council. 2015. User's Guide to Council Common Position 2008/944/CFSP defining common rules governing the control of exports of military technology and

equipment. Council of European Union. July 20.


https://ti-defence.org/wp-content/uploads/2017/09/The_Fifth_Column_Web.pdf
https://ti-defence.org/wp-content/uploads/2017/09/The_Fifth_Column_Web.pdf
https://www.reuters.com/article/us-afghanistan-ammunition/waste-fears-as-afghan-soldiers-cash-in-on-spent-ammo-idUSKCN100312/
http://www.sandiegouniontribune.com/sdut-us-auditor-corruption-threatens-afghan-progress-2014apr29-story.html
http://www.sandiegouniontribune.com/sdut-us-auditor-corruption-threatens-afghan-progress-2014apr29-story.html
https://www.caravan.kz/articles/generalmajjor-ajjtkali-isengulov-ya-znayu-kto-vinoven-vo-vzryvakh-na-voennykh-skladakh-pod-tarazom-772042/
https://www.reuters.com/world/asia-pacific/blasts-kazakh-military-base-kill-four-2021-08-27/
https://astanatimes.com/2020/08/kazakh-president-visits-arys-one-year-after-ammo-depot-accident/
https://thehub.rferl.org/a/kazakhstan-arys-warehouse-before-then/30030321.html
https://thehub.rferl.org/a/kazakhstan-arys-warehouse-before-then/30030321.html
https://dailytrust.com/security-agents-supplying-arms-to-terrorists-bandits-nsa/
https://apnews.com/article/brazil-paraguay-weapons-gangs-54e672cca22ea92eebe116541ac10f05.
https://www.ministeriopublico.gov.py/nota/dakovo-fiscalia-imputo-y-solicito-prision-para-detenidos-tras-megaoperativo-contra-trafico-internacional-de-armas-9057
https://www.ministeriopublico.gov.py/nota/dakovo-fiscalia-imputo-y-solicito-prision-para-detenidos-tras-megaoperativo-contra-trafico-internacional-de-armas-9057
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/02/23/memorandum-on-united-states-conventional-arms-transfer-policy/
https://www.bis.gov/sites/default/files/press-release-uploads/2024-04/State Guidance Memorandum.pdf
https://data.consilium.europa.eu/doc/document/ST-10858-2015-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-10858-2015-INIT/en/pdf
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Ammunition and a stack of Euro bills (Photo Credit: Unsplash, Marek Studzinski)

States have recognized the key role corruption plays

in arms diversion in global and regional agreements
and treaties and have called for action to address
corruption. In 2018, states recognized “that small

arms and light weapons can be diverted to the illicit
market through corruption” during the third UN
Programme of Action review conference."" The final
outcome document encourages states to use “relevant
instruments that combat corruption...” to prevent and
combat diversion. Prior to this document, states agreed
to share information, including “on illicit activities and
corruption,” with each other on “effective measures to
address diversion” in the UN Arms Trade Treaty.” Some
regional agreements in Africa have also called on states
to cooperate to “curb corruption associated with the illicit
manufacturing of, trafficking in, illicit possession and use
of small arms and light weapons” (SALW)."

In connection with states’ efforts to implement the ATT,
the UN Institute for Disarmament Research (UNIDIR),

in partnership with the Stimson Center and Conflict
Armament Research (CAR), has also encouraged states
to review corruption risks in its list of risk assessment
questions to prevent arms diversion.' In particular, it
encourages states to ask if the recipient government
has laws that criminalize corruption and whether the
government has a “system to assess the nature of any
institutional risks of diversion such as corrupt practices,
organized crime, and lack of parliamentary oversight

of procurement....”"® It also calls on states to check
whether individuals associated with a particular arms
transfer have been accused or convicted of crimes
related to corruption.

11 United Nations, “Report of the Third United Nations Conference to Review Progress Made in the Implementation of the Programme of Action to Prevent, Combat and Eradicate the lllicit Trade

in Small Arms and Light Weapons in Al lts Aspects,” Reaching Critical Will, July 2018.

12 UNIDIR (UN Institute of Disarmament Research), Conflict Armament Research & the Stimson Center. 2023. Strengthening shared understanding on the impact of the Arms Trade Treaty (ATT)
in addressing risks of diversion in arms transfers. Geneva: United Nations Institute of Disarmament Research. February, pp. 7-11

13 Stockholm International Peace Research Institute (SIPRI), The Nairobi Protocol for the Prevention, Control and Reduction of Small Arms and Light Weapons in the Great Lakes Region and the

Horn of Africa, Article 17, pp. 12, 2004. Paul Holtom and Benjamin Jongleux, “Preventing Diversion: Comparing ATT and African Measures for Importing States,” Small Arms Survey, August

2019.
14 UNIDIR, Conflict Armament Research, and the Stimson Center. 2023. pp. 5.
15 Ibid.


https://reachingcriticalwill.org/images/documents/Disarmament-fora/salw/revcon2018/documents/final-report.pdf
https://reachingcriticalwill.org/images/documents/Disarmament-fora/salw/revcon2018/documents/final-report.pdf
https://www.stimson.org/wp-content/uploads/2023/02/ATT-compendium-web.pdf
https://www.stimson.org/wp-content/uploads/2023/02/ATT-compendium-web.pdf
https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/recsa-nairobi-protocol-for-the-prevention-control-and-reduction-of-small-arms-and-light-weapons-in-the-great-lakes-region-and-the-horn-of-africa.pdf
https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/recsa-nairobi-protocol-for-the-prevention-control-and-reduction-of-small-arms-and-light-weapons-in-the-great-lakes-region-and-the-horn-of-africa.pdf
https://www.smallarmssurvey.org/resource/preventing-diversion-comparing-att-and-african-measures-importing-states
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m Diverse Consequences of Corruption in Arms Transfers

Corruption within defense and security institutional entities that buy and sell weapons has a much broader set
of negative consequences for states exporting and importing arms than just the diversion of arms. The below
points highlight some of the more common consequences or impacts of such corruption:

e Purchases of inappropriate or faulty weapons, thus rendering states incapable to respond to critical

security threats;

e Spending vast amounts of financial resources for defense purchases that would be better spent on

social needs;

e Capture of certain government agencies by certain officials or groups for their private benefit; and,

e Compromising diplomatic and security relationships with partner countries.

These above initiatives to integrate corruption in arms
transfer risk assessments are an important step in
strengthening a vital risk assessment component to help
prevent arms diversion (and other negative impacts, see
box 1). However, many of these efforts are still in their
infant stages. There is often a lack of clarity on which
types of corrupt practices are most commonly used to
facilitate diversion, the typical state personnel involved

in the corruption, and the related institutional gaps

most at risk for failing to halt or incentivizing diversion.
These details are critical to developing a better picture
of how corruption could fuel arms diversion and to help
prevent it. To help fill this gap, Transparency International
Defence and Security (TI-DS) and Transparency
International US (TI-US) initiated a study last year to
identify the key ways corruption enables or fuels the
diversion of arms and ammunition from authorized end-
users to unauthorized end-users during the various
stages of a weapon'’s lifecycle. We also sought to identify
institutional factors within the national defense and
security sectors that could increase the risk of arms
being diverted due to corruption.

The below report seeks to answer these critical
questions. It is divided into five core chapters. The
second chapter highlights some of the key definitions
and methodologies used in this study. The third chapter
covers the common types of corruption found in cases
of arms diversion throughout the different stages of

the weapons lifecycle. The fourth chapter describes
some of the unique and exacerbating impacts of
corruption-fueled arms diversion. The fifth chapter
examines the institutional factors that drive or contribute
to corruption-fueled diversion, and the sixth chapter
offers risk assessment questions to help states identify
diversion risks. The report finishes with a conclusion
and recommendations primarily for states engaged in
arms exports. These recommendations and the report in
general are likely insightful for importing states as well.
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2.0 DEFINITIONS AND METHODOLOGY

Corruption-fueled diversion is a uniquely dangerous yet
under-examined form of arms diversion. It often occurs
through complex transactions involving diverse actors at
various levels. It involves two illicit activities (corruption
and diversion), which can be politically volatile and
occur under secretive conditions. Reports can also

be politicized allegations. Therefore, understanding
corruption-fueled diversion requires a broad and flexible
definition, a diverse set of sources with a mechanism for
screening out weak claims, and a standard language
for describing the circumstances of each case. It also
requires a robust methodology to properly identify the
key types of corruption-fueled diversion and institutional
risk factors that contribute to such corruption.

2.1 Definitions

Tl defines corruption-fueled diversion as the
redirection or misappropriation of arms,
ammunition, parts and components, and military
equipment to an otherwise unauthorized or
prohibited end-user or end-use resulting from the
intentional abuse of entrusted power for private
gain.’® In order to fit in this definition, cases must involve
state actors, such as government officials, uniformed
personnel, state-sponsored militias, politicians, or
employees of state companies (hereby referred to

as ‘state personnel’ unless specified differently).
Additionally, these actors must be proven to have
intentionally engaged in corruption (rather than just
diversion). This definition can include corruption-fueled
arms transfers in which the arms are subsequently
diverted. Violations of international arms embargoes or
retransfer clauses are considered diversion.

Corruption is broadly considered to entail the “abuse of
entrusted power for private gain.”'” This definition could
include an official authorizing documents relating to
arms production, transfers, or usage in violation of the
norms or expectations of their official role in exchange
for a bribe or private benefit. It could also include
cases when state personnel use authorized weapons
for unauthorized purposes, such as extortion, theft, or
secondary employment.

TI's definition of corruption considers that corruption-
fueled diversion can occur at different levels, impacting
how it enables diversion. For example, low-level
soldiers or police personnel selling state weapons or
ammunition to civilians for extra income would qualify
as petty corruption. Grand corruption involves high-
level officials, such as a military department head over-
procuring weapons so that some of the weapons can
be supplied to unauthorized groups in exchange for
favors. This type of corruption usually involves the theft
of significant amounts of state money, resources, or a
combination of both.'

Transparency International’s
definition of corruption
considers that corruption-
fueled diversion can occur
at different levels, impacting
how it enables diversion.

Kleptocracy is defined as the political capture of entire
state institutions for personal or group enrichment

by influencing official policies and procedures. In
connection with arms diversion, this could entail
changing export regulations to consistently benefit a
small group of politically influential arms manufacturers
who violate international arms embargos. In some
cases, state actors can even instrumentalize corruption
to obtain political or strategic goals. For example,
political or military leaders could arm units known to
engage in extortion to fuel insecurity and then use this
insecurity to encourage political support for hardline
policies.

16 This definition builds off of TI's definitions and concepts presented by organizations such as the United Nations Institute for Disarmament Research, Conflict Armament Research, the Stimson

Center, and the US Department of Commerce’s Bureau of Industry and Security.
17 Maclachlan et al. 2017, p. 1
18  Transparency International (Tl). N.d. Grand Corruption. Berlin: Transparency International.


https://ti-defence.org/wp-content/uploads/2017/09/The_Fifth_Column_Web.pdf
https://www.transparency.org/en/our-priorities/grand-corruption
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Corruption can take place through several modalities, many of which complement each other and can
be part of the same transaction. The following categories and examples provide an overview of the
key corruption types identified in the research. The definitions reference text from the United Nations
Convention Against Corruption (UNCAC), toolkits from the United Nations Office of Drugs and Crime’s

(UNODC), and reports from TI.

Embezzlement: the “fraudulent taking of
any property,” public or private funds, or
$ any other thing of value by a state official,
entrusted to the official by virtue of his or
her position, for his or her benefit or for the
benefit of another person or entity.' It can occur
regardless of whether the official keeps the property or
transfers it to a third party. 2 For instance, a military or
police official may steal state-owned weapons and illicitly
sell or rent them for his or her private benefit,
see subsection 3.3 for examples.

Bribery: the promising, offering, or giving to

a public official of an undue advantage

(usually an item of value), or the soliciting or

accepting of an undue advantage by such an
official, for the official or another person or entity in order
that the official act or refrain from acting in the exercise of
his or her official duties.?" This could include a state official
authorizing an export or import document for an arms
broker without due process or counter to existing laws
and standards for cash, see Panama example in
subsection 3.2.

@ Abuse of Authority: the performance of or
\/ failure to perform an act, in violation of laws,
Emz by a state official in the discharge of his or
her functions for the purpose of obtaining an
undue advantage for himself or herself or for another
person or entity.?? This could involve security personnel
using their status to purchase discounted weapons and
resell them on the black market at a profit. It could also
include officials doctoring or manipulating stockpile
databases to conceal diversions, see total number of such
cases in subsection 5.3.

Extortion: the wrongful use of actual or
threatened force, violence, or fear by a state
official to obtain property from another
person that is not due to him or her.?® For
instance, military or security personnel use weapons to
coercively solicit bribes, including sexual or illicit favors,
from civilians at checkpoints to avoid harm from such state
officials, see example from Iraq in subsection 3.3.

O Favoritism, Nepotism, and Clientelism:
O the exercise of a state official’s discretion to
make official decisions that benefit or
advance the interests of a family or certain
groups of people, including by race, religion,
geographical factors, political or other affiliation, as well as
personal or organizational relationships, at the expense of
people outside the family or one of these groups.?* This
could take the form of officials loosening export conditions
for certain brokers based upon familial or political
connections in a way that enables diversion. It could also
include officials supplying arms to a preferred ethnic militia
that use these arms for corrupt purposes, see example
from Burkina Faso in subsection 4.5.

Undue Influence: the exertion of a more
subtle form of corrupting, private influence on
state officials, often through legal but secretive
means, to encourage them to act or refrain
from acting in the exercise of their official duties for an
inappropriate private advantage at the expense of public
interests.? For instance, an arms broker may provide
financial contributions to a public official’s electoral
campaign with the expectation that the official will help him
or her be removed from a list of dealers prohibited from
exporting arms, see example from Serbia in subsection 5.4.

There are several forms of diversion that fall outside of this
definition. Incidents that involve armed groups capturing
state weapons by force (battlefield capture), individuals
looting weapons from military sites or battlefields (looting),
and criminals stealing weapons from state actors either
by force or subterfuge (theft) are generally not considered
corruption and outside the scope of this analysis,

unless there is a clear and significant corrupt motivation
or transaction at play. Similarly, the loss of weapons

by state personnel by accident or negligence (loss), a
government supplying weapons to an armed group out
of a perceived national security interest (state-sponsored
diversion), or a state authorizing an export that is later
diverted to unauthorized end-users based on fraudulent
or incomplete information (questionable transfer) are not
considered corrupt acts.

19  United Nations Office on Drugs and Crime. 2004. United Nations Convention Against Corruption (UNCAC). Article 17. pp.18.

20 Legal Information Institute. 2022. Embezzlement. Cornel Law School. October.

21 United Nations Office on Drugs and Crime. 2004. United Nations Convention Against Corruption (UNCAC). Article 15. pp. 17.

22 United Nations Office on Drugs and Crime. 2004. United Nations Convention Against Corruption (UNCAC). Article 19. pp. 19.

23 United Nations Office on Drugs and Crime. 2018. Extortion. April.

24 United Nations Office on Drugs and Crime. 2004. What is Corruption? The Meaning of "Corruption" and a Survey of Its Most Common Forms. February.

25 Ibid. Transparency International. 2014. Infroduction to undue influence on decision-making. December.



https://www.unodc.org/documents/treaties/UNCAC/Publications/Convention/08-50026_E.pdf
https://www.law.cornell.edu/wex/embezzlement
https://www.unodc.org/documents/treaties/UNCAC/Publications/Convention/08-50026_E.pdf
https://www.unodc.org/documents/treaties/UNCAC/Publications/Convention/08-50026_E.pdf
https://www.unodc.org/e4j/zh/organized-crime/module-4/key-issues/extortion.html#:~:text=Extortion consists of obtaining property,term used to indicate extortion
https://www.unodc.org/documents/treaties/toolkit/AC_Toolkit_chap1.pdf
https://knowledgehub.transparency.org/guide/topic-guide-on-undue-influence/5191

2.2 Methodology

The research for this report entailed the use of primarily
qualitative methods, relying on simplified analysis and
process tracing. Based on the above definitions and
parameters, Tl gathered over 400 corruption-fueled
diversion cases from 70 countries (see Figure 1 for

the countries) to identify the types of corruption that
are most vulnerable to arms diversion as well as the
lifecycle stages most at-risk of corruption contributing
to diversion. The majority of these cases come from

a diversion dataset managed by The HALO Trust on
behalf of the US Department of State with the consent
of both parties.?® It should be noted that certain regions
(such as Latin America and Sub-Saharan Africa) have
more representation than others (such as East Asia,
Oceania, the Middle East, and North Africa) in The Halo
Trust dataset. Tl also expanded this dataset by including
reports of suspected UN arms embargo violations due
to corruption as documented by UN expert panels and
examining reports of corruption-fueled arms

Figure 1. Map of Countries with Corruption-Fueled Diversion Cases
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diversion from research and advocacy organizations
and investigative news entities. The overwhelming
majority of cases were from 2017 to 2024; although, we
included some cases before this date range to illustrate
key aspects of corruption-fueled diversion. Some cases
involved multiple instances of corruption and diversion.

We assessed each case for the quality of evidence
presented to ensure that frivolous, politicized, or
unfounded claims of corruption-fueled diversion did not
skew the analysis. Each case was given a score between
1 (poor evidence) and 4 (strong evidence), see below
table for full breakdown of scores. The average evidence
score of the entire dataset was 3.02. All cases assessed
to be 1s as well as most 2s were removed from the
analysis. A few cases assessed to be 2s were included

in the analysis as they are from a reputable source, such
as a senior police official. We also invested a significant
amount of time to identify the status of any prosecutions
identified in this report as well as any responses from the
individuals allegedly involved in a crime. However, in many
cases this information was not publicly available.

26 The HALO Trust's small arms and light weapons (SALW) diversion monitoring project collects reports of SALW diversion from open sources in dozens of countries going back to 2017. Many
of these reports come from local or international news outlets, government releases, media outlets of armed groups, among other sources.
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Table 1. Breakdown of Evidence Scores

Breakdown of evidence scores

body. This would include convictions, some arrests (where judicial processes are ineffective or

4 Evidence of a corruption-related act is presented and accepted in a court of law or by an official
opaque), official disclosures, or panel of expert findings.

A highly knowledgeable or credible source alleges a specific act of corruption with substantiating
evidence. This includes investigative media reports, findings by expert organizations, or
whistleblower accounts.

A knowledgeable or credible source alleges a general act of corruption citing general evidence.

This could include acknowledgements by senior officials that personnel are illicitly selling arms or
ammunition.

A party with no direct knowledge or with an overt political agenda alleges a vague or sensational act
of corruption, citing weak evidence or no evidence at all.

It should be noted that these scores required some We assessed each case
flexibility in interpretation as each context is unique. fOf the quallty Of evidence
presented to ensure that

Each case was categorized by the point in a weapon’s
lifecycle in which the diversion occurred and the types

of corruption that contributed to this diversion. Several fflVOlOUS, pOIItICIZEd!
organizations ( e.g. Stimson Center, CAR, the UNIDIR, or unfounded claims of

and the Small Arms Surve.y) have devgloped detailed corruption_fueled diversion
weapons lifecycle and national stockpile models that . .

allow for nuanced analysis.?” Simplifying these models dld not SkeW the analySIS'
based on the types of information consistently found Each case was given d score
in the cases, we used a lifecycle model detailing four between 1 (pOOf evidence)

stages: production, international transfer, active use
and storage, and disposal.?® Each stage is broken
down further into substages that provide additional
insight into the circumstances in which the diversion
occurred, see Figure 2 below for more detail on the
substages.

and 4 (strong evidence).

27  Malaret Baldo, Alfredo, Manuel Martinez Miralles, Erica Mumford & Natalie Briggs. 2021. The Arms Trade Treaty: Diversion Risk Analysis Framework. Geneva: UN Institute for Disarmament
Affairs. August 31, p. 6; Carapic, Jovana, Eric Deschambault, Paul Holtom & Benjamin King. 2018. A Practical Guide o Life-cycle Management of Ammunition. Geneva: Small Arms Survey,
Graduate Institute of International and Development Studies. April, p. 41; Bevan, James. 2008. ‘Arsenals Adrift: Arms and Ammunition Diversion.” Small Arms Survey 2008: Risks and
Resilience. Geneva: Small Arms Survey, Graduate Institute of International and Development Studies. June 10, p. 48.

28 The ‘transfer’ stage refers to international transfers rather than domestic transfers. This is because international transfers involve a unique set of actors — such as licensing and customs
officials, private brokers and agents, logistics companies, etc. — operating within specific legal and institutional circumstances. Furthermore, very few cases of diversion were observed to
take place during domestic transfer, though this is not impossible. Some lifecycle models distinguish storage as its own lifecycle stage; this model has incorporated storage into ‘active use’
as ‘central storage’ because a) the cases rarely distinguish what level storage weapons were diverted from and b) depending on the weapon type, arms and ammunition can move fluidly
between varying levels of storage and active use, further complicating analysis.



https://unidir.org/files/2021-08/ATT_Issue_Brief_3-Diversion_Analysis_Framework.pdf
https://www.smallarmssurvey.org/sites/default/files/resources/LCMA Handbook Text REV5 WEB.pdf
https://www.smallarmssurvey.org/sites/default/files/resources/Small-Arms-Survey-2008-Chapter-02-EN.pdf

Figure 2. Weapon’s Lifecycle Stages and Substages
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Corruption-fueled arms diversion cases can easily

move between the different stages and substages of
the lifecycle. A lifecycle phase was assigned for each
case based on the status and handling of the weapons
involved. A complex case of corruption-fueled diversion
could fall within multiple phases of the lifecycle. For
example, if a private enterprise pays a bribe to a senior
official to sell retired state weapons instead of destroying
them, and then exports the weapons to a third country in
violation of retransfer commitments, this will be counted
both within the disposal and transfer phases of the
lifecycle.

Based on the above information, we then sought to
identify key institutional factors contributing to corruption-
fueled diversion. We used TI-DS’s identified categories of
corruption risks within defense and security institutions
as causal hypotheses. However, this was a challenging
task as the sources of data did not consistently include
relevant information on institutional gaps contributing to

Civilian
Use

Licensed
Company

Licensed
Individual

corruption-fueled diversion. The lack of information made
it difficult to identify the total number of cases where

a specific institutional issue facilitated or complicated
corruption-fueled diversion.

Many of the source articles, reports, and studies,
however, did describe institutional weaknesses
associated with a particular case of corruption-fueled
diversion. We also conducted background research

on defense and security institutions in 10 countries.

In a few cases, there was also a description of the
institutional strengths that helped identify corruption.
Using the discovered institutional factors associated with
corruption-fueled diversion, we identified other countries
with corruption-fueled diversion cases that have or are
experiencing similar institutional challenges by referencing
TI-DS’s 2020 GDI. This analysis helped us discover
targeted risk assessment questions for states to better
curb corruption-fueled diversion.
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3.0 TYPOLOGY OF CORRUPTION-FUELED DIVERSION

From the dataset of over four hundred cases, Tl identified
dozens of ways in which corruption can lead or contribute
to arms diversion. Most corruption-fueled diversion cases
occurred during the active use and storage lifecycle

stage. There was a significant number of cases in transfer
and disposal stages as well. The most common type of
corruption involved in arms diversion was embezzlement.
Military and security personnel also allegedly used bribery,
abuse of authority, and favoritism in many of the diversion
cases. The below chapter includes many examples
selected from the dataset for more detail on these trends.
Some cases may involve multiple types of diversion across
different lifecycle stages. For example, a report that a
group of police officers illegally sold seized weapons and
ammunition issued to their station on the black market
would be categorized as occurring both in the active use
and disposal stages of the lifecycle.

3.1 Production

There were 17 cases of corruption-fueled diversion that
occurred in the production stage (industrial manufacture,
assembly and disassembly, and reservicing and repair)

of the lifecycle.?® At least three cases involved grand
corruption or senior-level government officials allegedly
selling weapons illicitly for private gain. These cases were
reported in countries such as Bulgaria, the Democratic
Republic of the Congo (DRC), Ecuador, the Philippines,
and Ukraine. Seven cases involved large volumes of
arms, including combat vehicles, firearms, and assorted
ammunition. Experts stated that low wages in at least two
cases contributed to the diversion.®®

More than half of the identified cases (10) took place
during the industrial manufacture process in which the
personnel of an authorized manufacturer illicitly sold

parts, components, or finished products for their personal
profit.3" A significant number of cases (7) took place during
reservicing and repair in which personnel sold parts and

components of defense materiel. Only one incident took
place during assembly/disassembly.

Most of the cases in arms production involved state
personnel directly selling output, parts, and components
to unauthorized end-users. In five cases, this included
large diversion schemes with senior officials. A 2012 UN
Group of Experts report on the DRC documented an
alleged illicit pipeline of 12-gauge shotgun ammunition from
a state-owned factory in the Republic of Congo (which
neighbors the DRC) to the DRC’s war-torn North Kivu
province.®? The state-owned factory claimed they did not
sell ammunition to any clients in the DRC.% The UN Group
alleged that family members and close associates of a DRC
armed forces general controlled the trade and distributed

it to black market clients in North Kivu. The distribution
network allegedly shipped the ammunition via a civilian air
freight company using military airports and without paying
taxes. The Group documented the ammunition in use
among poachers and local militias, including those fighting
government troops.®* Military personnel close to the general
said he ‘categorically rejects’ any ‘allegations of betrayal,
according to an account from Reuters.®® The general

was suspended in 2012 following the allegations, but he
was later cleared of charges by the DRC Higher Defense
Council commission for “lack of evidence.”® The general
was then reinstated with a regional command.®

State personnel with relatively lower seniority can equally

be involved in impactful arms diversion cases. In 2018,
Ukrainian authorities arrested a former employee of a military
institute who had allegedly established an illegal weapons
workshop using parts stolen from the institute’s stocks.®® The
suspect allegedly repaired and converted firearms, including
automatic weapons, for black market clients. Police seized
assault rifles, pistols, grenades, ammunition, and a broad
array of weapons parts and components. In Bulgaria, a
former police official told a national broadcaster that towns
with state-owned arms factories were once a prominent
source of weapons for organized crime and that factory

29 Based on a review of data from The HALO Trust’s small arms and light weapons (SALW) diversion monitoring project, see methodology section above.
30 Mistler-Ferguson, Scott. 2022. ‘Corruption Puts Military Ammunition into the Hands of Paraguay’s Criminals.” InSight Crime. September 22; Dajic, Mirza. 2019. ‘Vitez sav lezi na tempirano] bombi.’

Oslobodenje. November 4.

31 Based on a review of data from The HALO Trust’s small arms and light weapons (SALW) diversion monitoring project, see methodology section above.
32 UNSC (United Nations Security Council). 2012. Letter dated 12 November 2012 from the Chair of the Security Council Committee established pursuant to resolution 1533 (2004) concerning the

Democratic Republic of the Congo addressed to the President of the Security Council. S/2012/843. New York: United Nations. November 15, pp. 35-36.

33 Ibid.
34 Ibid., pp. 35-36.

35 Hogg, Johnny & Ed Stoddard. 2012. ‘Congo army debacle at Goma raises specter of betrayal,” Reuters. December 10.

36 HRW (Human Rights Watch). 2016. DR Congo: Profiles of Individuals Sanctioned by the EU and US. New York: Human Rights Watch. December 16; BBC. 2012. ‘DR Congo army chief Gabriel Amisi

suspended.” BBC. November 23; Radio Okapi. 2014, ‘RDC : la Monusco « prend note » de la réhabilitation du général Gabriel Amisi.” Radio Okapi. August 6.

37  AFP (Associated Free Press). 2018. ‘DR Congo's Kabila promotes blacklisted generals in army shake-up.” France24. July 15.

38 National Police of Ukraine (NPU). 2018. 'Y Kuegi noniueiicoki 3atpumany nigninsHoro 36pospa.’ Hosunun. Kyiv: National Police of Ukraine. August 22.



https://insightcrime.org/news/corruption-puts-military-ammunition-hands-paraguays-criminals/
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https://digitallibrary.un.org/record/738098?ln=en&v=pdf#files
https://digitallibrary.un.org/record/738098?ln=en&v=pdf#files
https://www.reuters.com/article/world/congo-army-debacle-at-goma-raises-specter-of-betrayal-idUSBRE8B90AQ/
https://www.hrw.org/news/2016/12/16/dr-congo-profiles-individuals-sanctioned-eu-and-us
https://www.bbc.com/news/world-africa-20456500
https://www.bbc.com/news/world-africa-20456500
https://www.radiookapi.net/actualite/2014/08/06/rdc-la-monusco-prend-note-de-la-rehabilitation-du-general-gabriel-amisi
https://www.france24.com/en/20180715-dr-congos-kabila-promotes-blacklisted-generals-army-shake
https://www.npu.gov.ua/news/u-kievi-politseyski-zatrimali-pidpilnogo-zbroyara

employees often ran illegal workshops as side businesses.*®
Though these factories have since been privatized, the
practice seems to continue: in 2019, police arrested an
alleged arms trafficking and poaching network that included
a low-level employee of a major arms manufacturer who
smuggled out parts and components to build and convert
firearms for sale on the black market.“° The authorities
seized submachine guns, rifles, and pistols during the
operation.*’

3.2 International Transfers

Tl identified 61 cases taking place during the transfer stage
(brokering, export, transit, and import) in several countries,
among them Albania, Belgium, Bosnia and Herzegovina,
Djibouti, Ecuador, Jordan, Kazakhstan, Kenya, Mexico,
Nigeria, Panama, Paraguay, the Philippines, Serbia, and
Yemen.*? Of these cases, 58 involved alleged corrupt
practices during the export or import process, while only
five involved such practices during transit/transshipment.

In at least ten cases, high-level defense officials received
bribes, favors, or kickbacks to abuse their positions and
authorize large arms transfers to illicit end-users, including
sanctioned armed groups or illicit civilian markets. In

one case from last year, Paraguayan authorities arrested
several senior officials, mostly from the Defense Ministry’s
arms importing agency, for allegedly receiving bribes from
an auto parts company to allow the import of weapons
that were then trafficked to criminal groups in Paraguay
and Brazil.*® The head of the auto parts company and his
wife say they are innocent of the accusations.** Over three
years, the company and its trafficking network allegedly
imported 43,000 weapons from Croatia, the Czech
Republic, Slovenia, and Turkey.*® The auto company was
then allegedly selling the guns to Brazilian criminal groups
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through intermediaries until authorities traced several
seized weapons, which did not have their serial numbers
erased, back to the company.*®

Separately, Costa Rican authorities arrested a fugitive
British arms trafficker in 2023 for illegally importing 66 US
and lIsraeli weapons into Panama at a time when weapons
imports were banned.*” The fugitive reportedly colluded
with Panamanian officials — including the then-director of
the Public Security Directorate — to acquire falsified import
documents and bypass customs checks.*® People within
the Directorate, which are in charge of granting permits
for firearms imports and civilian ownership, also allegedly
solicited bribes through intermediaries to expedite the
approval process to obtain firearm permits.*°

In a few cases, state personnel or politicians appeared to
play proactive roles in international trafficking schemes
by abusing their authority in order to facilitate an illicit
transfer. In a related case from 2023, a Jordanian court
charged a lawmaker for using his diplomatic passport
to smuggle arms and other contraband goods into

the Occupied Palestinian Territories for illicit sale. The
politician was transporting over 200 pistols when he
was arrested by Israeli authorities, who alleged he had
conducted over a dozen smuggling runs between 2022
and April 2023.5°

Many of these cases involved situations where individuals
connected to organized crime or armed groups penetrated
and influenced defense and security institutions. The
Paraguay example above shows how criminal groups benefit
from such influence. Separately, UN experts reported in
2018 that the Yemeni Ministry of Defence issued authorizing
documents for weapons imports that totaled hundreds of
thousands of SALW and millions of rounds of ammunition.®'
The documents were addressed to export authorities in
Slovakia, Philippines, Serbia, Iran, Bulgaria, and China,

39 Bulgarian National Radio. 2018. ‘Konko e TpyaHo aa cv kynuw HesakoHHo opbikue v Hac. Bulgarian National Radio. September 3.

40 Neshev, Stoyan. 2019. ‘LLiectuma 06BMHEHM 38 HE3aKOHHW OPbXMUA B KazaH/IbK, XBaHaT NO Bpeme Ha caesika (CHUMKM + Buaeo).” 24 Chasa. April 1.

41 bTV. 2019. ‘Bbarapus Cnyskuten Ha ,ApceHan” e 3afibpaH npwu cneuaxkumata 8 Kasanabwko.' bTV. April 1.

42 Based on a review of data from The HALO Trust’s small arms and light weapons (SALW) diversion monitoring project, see methodology section above.
43 Associated Press. Paraguay rounds up ex-military leaders in arms smugaling sting carried out with Brazil. December 5; Ministerio Publico. 2023. Dakovo: Prosecutors charged and requested

prison for those arrested after mega-operation against international arms trafficking. Republic of Paraguay. June 12. UltimaHora. 2023b. * Cae esquema de IAS, que proveyo unas 17.000 armas
desaparecidas.” UltimaHora. December 6. UltimaHora. 2023b. ‘ Cae esquema de IAS, que proveyo unas 17.000 armas desaparecidas.” UltimaHora. December 6.

44 UltimaHora. 2013. Diego Dirisio, the main target of Operation Dakovo, spoke and defended himself from hiding. December 27; UltimaHora. 2024. Diego Dirisio and his wife Julieta Nardi are

arrested in Argentina. February 2.

45 UltimaHora. 2023b. ‘ Cae esquema de IAS, que proveyo unas 17.000 armas desaparecidas.’” UltimaHora. December 6.
46 Beatriz Vincent Fernandez. 2024. Arms Trafficking Case Puts Europe-Paraguay Pipeline on the Map. Insight Crime. January 11; Reuters. 2023. Paraguay, Brazil launch big crackdown on arms

frafficking. December 6; Secretaria Nacional Antidrogas. 2023. Operation “Dakovo”. Republic of Paraguay. December 5.
47 Solano, Hugo. 2023. Policia detuvo en Abangares a extranjero involucrado en escandalo de trafico de armas en Panama.” La Nacion. November 23; Herrera, Zaida & Grisel Bethancourt. 2020. ‘El

expediente secreto del escandalo por armas en Panama.” La Prensa. April 14. A more easily accessible website for the La Prensa article is at https://v

del-escandalo-por-armas-en-panama/.

w.connectas.org/el-expediente-secreto-

48  Zaida & Bethancourt 2020; Panama America. 2021. ‘Exdirector de la Diasp Ovidio Fuentes a juicio por escandalo de armas.” Panama America. March 1.

49 Ibid.

50 The accused politician’s trial was set for September 26, 2023. No update on its status was identified. Associated Press. 2023. ‘Jordanian lawmaker is charged with smugaling guns into occupied
West Bank.” Associated Press. May 17; Goldenberg, Tia. 2023. ‘Israel releases Jordan lawmaker said to have smugaled guns.” Associated Press. May 7. Oweis, Khaled Yacoub. 2023. ‘Jordanian

MP charged with smuggling guns into West Bank to face trial next week.” The National. September 20.
51 UNSC. 2018. Letter dated 26 January 2018 from the Panel of Experts on Yemen mandated by Security Council resolution 2342 (2017) addressed to the President of the Security Council.

$/2018/594. New York: United Nations. January 26, pp. 36, 175-184.
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and claimed the weapons would be used exclusively by
Yemen'’s armed forces. The documents authorized the
son of a sanctioned arms trafficker and political official
affiliated with Houthi rebels to import the weapons. The
panel assessed that the requested weapons exceeded
the needs of Houthi-aligned forces, which had recently
captured a large portion of the country’s stockpile, and
that the import documents likely would have been used for
the trafficker’s “regional arms business” and his personal
financial benefit. ® According to the UN report, officials
from China, Slovakia, the Philippines, and Bulgaria denied
ever receiving the documents addressed to them.

In a likely under-representation of the magnitude of the
problem, there were 14 cases of police, customs, or
border personnel suspected of colluding or did collude
with smugglers, criminals, or terrorist organizations to
illicitly acquire or move weapons across borders for bribes.
A Nigerian newspaper alleged in 2021 that smugglers

can “book” routes with customs officials in Benin and
Nigeria, sometimes with a bribe, to move weapons and
other goods across the border.5® A 2018 UN report found
that Al-Shabaab militants involved in a failed vehicle-borne
bombing attack had paid bribes to Somali and Kenyan
border personnel for as low as US$20 per person to allow
passage of a vehicle that included rifles.5

3.3 Active Use and Storage

The active use and storage lifecycle stage, which includes
government and civilian use of arms and various stages
of storage, is the most widely documented lifecycle stage
in which corruption-fueled diversion occurred. Tl identified
318 cases in this stage, such as in Brazil, Burkina Faso,
Cameroon, Colombia, DRC, Haiti, Indonesia, Iraq, Libya,
Kenya, Nigeria, South Africa, Thailand, and Ukraine,
among other countries.®®

m Bribery in Corruption-Fueled Diversion Cases

Private arms brokers, criminals, or smugglers
allegedly used bribery in 37 of the corruption-fueled
diversion cases from around the world.®® These
bribery schemes were employed most often for the
diversion of weapons across international borders
or to illicitly purchase firearms domestically. The
schemes were present in efforts to hide the theft of
weapons from stockpiles or to hinder prosecutions
related to arms diversion.®” The value of the bribes
ranged from under US$2,000 to over US$200,000
depending on the nature of the arms deal.%® Police
personnel were the most common recipients of
these bribes followed by officials from the military
or offices that approved licenses for the import

or export of arms or for the domestic purchase

of firearms, see Figure 3 for more information.
Sometimes police and military officials doubled as
licensing or border officials.

Figure 3: Recipients of Bribes for All Lifecycle Stages
(37 Total)

H Police Border

| Military

H Licensing m Prosecutor

*Note: There is a larger number of personnel than cases in the above chart as sometimes police and military officials

doubled as licensing or border officials.
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Three hundred cases involved weapons diverted from
state armories, typically through illicit theft and direct
sale or illicit stockpiling by government personnel. Most
of these embezzlement cases involved petty corruption
or low-level military or police personnel, see Figure 4 for
more details. However, in at least 53 cases, mid and high-
level officials directly participated in the embezzlement
schemes, often involving large volumes of weapons. In at
least 45 cases, soldiers or police have been accused of
selling their issued weapons for personal benefits, such
as cash, sex, livestock, drugs, or alcohol.%®

In a significant case in Colombia, a network of soldiers
allegedly sold over 150,000 rounds of ammunition and
2,000 barrel-fired grenades to a guerilla faction between
2019 and 2021, according to state prosecutors.®® Some
of the seized grenades appear to be based on the
US-made M433 barrel-fired grenades.®' The alleged
perpetrators made over US$450,000 from the illicit sales.
A major Colombian television broadcaster alleged that,
according to “sources close to the case,” such a large
scheme would have involved senior officers, even though
the defendants were either enlisted or retired personnel.5?
The main defendant reportedly admitted to participating
in the scheme but claimed he was coerced through
threats to his family by other soldiers.®®

Almost two dozen cases involved security officials or
personnel diverting civilian weapons by acting as straw
purchasers or improperly authorizing gun licenses for
bribes. In South Africa, state investigators arrested 15
serving police officers, including two brigadier generals,
in 2020 for allegedly selling firearm licenses and permits
to known criminals and their family members.®* In Kenya,
the illicit sale of civilian firearm ownership licenses for
bribes has been reported as a huge problem. In 2019, the
government disbanded the national board that oversees
these licenses after it emerged that the board’s chief
sold licenses to firearm dealers, gun clubs, and private
individuals for bribes. Officials estimated that 4,000 out
of 15,000 firearm licenses were fraudulently issued.?®
Separately, the US government sentenced in 2022 a
former US Border Patrol agent to 12 years in prison for
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providing a firearm to a felon, bribery, and supporting
the illegal trafficking of drugs into the United States from
Mexico.%¢

Figure 4: Seniority of State Personnel Involved in Embezzelment
Cases in the Active Use Stage (283 Total Cases)

H[Low-Level

B Unknown
® Mid-Level

High-Level

Tl also identified 15 cases where politicians likely
abused their authority to cause, enable, or contribute
to arms diversion. In Nigeria’s restive Zamfara State,
local politicians allegedly distributed weapons to bandit
groups in exchange for electoral support in 2011 and
the years immediately after.%” This collusion may have
occurred as recently as 2022, when Nigerian authorities
arrested a family member of a former governor of
neighboring Sokoto State for allegedly supplying arms
and ammunition to a bandit syndicate in Zamfara.®® The
suspect reportedly confessed to having close contact
with the leader of the syndicate, and that his brother
was wanted by police for facilitating illegal arms imports
with customs officials.?® A national newspaper reported
that the suspect often acted as a discrete conduit
between state authorities and the syndicate, citing local
government sources.”
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The unauthorized use of weapons within state forces is woman in a metal container for three days to extract

a prominent yet under-documented form of diversion. a US$10,000 bribe.” In Libya, security personnel

This could involve personnel using state weapons arrested members of a state intelligence agency armed
to extort or rob civilians, unauthorized secondary with machine guns, a rocket propelled grenade (RPG)
employment, or for political intimidation and score- launcher (RPG), and assault rifles after they attacked a
settling. During the battle for Mosul in 2017, Iraqi police station in 2023. The suspects allegedly engaged
soldiers reportedly extorted people fleeing the fighting in kidnappings based on tribal disputes between

for bribes to allow safe passage; in one case, two agency personnel and other militias.”

officers were investigated for allegedly imprisoning a

ILLICIT ARMS AND AMMUNITION SALES
BY KENYAN POLICE PERSONNEL

Tl identified 16 reports of Kenyan police personnel selling or renting arms and ammunition to unlicensed
civilians, criminals, politicians, and ethnic groups involved in rural violence and cattle rustling.” These reports
of police corruption were among the highest of any country in the more than 400 cases studied of corruption-
fueled diversion. Despite recent efforts to improve police integrity, some officers reportedly rent out their
service weapons or sell ammunition as a discreet way of earning supplemental income or accumulating funds
to pay their superiors for career advancement opportunities.”™

In March 2022, Kenya’s National Focal Point on small arms told a national newspaper that rogue officers were
renting weapons to bandits in conflict-affected areas of the country.” A former Kenyan police officer also said
state personnel rent out weapons.” Tl identified five cases in which personnel have been arrested for renting
their firearms.”” In 2020, for instance, a Kenyan police officer in charge of the armory connected to a criminal
investigative branch’s armory was charged for illegally renting his weapon to criminals. The officer denied

the allegations.” Although national guidelines heavily discourage the practice, some police stations issue
“temporary possession permits” for civilians, particularly for police reservists.”

Ammunition appears to be particularly vulnerable to diversion due to weaknesses in accounting and tracing.
According to the Global Initiative Against Transnational Organized Crime, officers may over-declare the
number of rounds expended during operations or training and sell the difference.&’ Armory officers and
instructors at training facilities have allegedly falsified records to conceal ammunition diversion (for example,
by issuing 20 rounds to each recruit while signing off on 50).8' Recruits are reportedly aware of such schemes
but are unwilling to speak out for fear of hurting their career prospects.®? Three police officers told the Global
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Initiative in 2022 that corrupt personnel can siphon off unreported arms seized during special operations, or
can over-declare the amount of ammunition expended during a firefight. One officer said that personnel “can
cause a crisis” as a pretext to steal ammunition.8®

The police have denied allegations that officers are involved in ammunition smuggling, claiming the existence
of new accounting systems. While the police have instituted new accounting systems, a 2022 police manual
on inventory management practices observed that “not all stations are inspected to the extent that they
should be” during annual inspections, and that “poor documentation and record keeping” is a problem noted
across multiple stations.”®*

The illicit sale and renting out of weapons by police personnel is particularly acute in the country’s northern
Rift Valley region. Firearm demand is fueled by ethnic violence between landowners and pastoralist militias,
as well as porous borders with South Sudan and Somalia.

Police units meant to maintain public order often exacerbate violence between the various communities
as they have allegedly diverted ammunition to politicians and criminal groups in the region.®® A national
newspaper reported in 2019 that a reporter could easily buy an AK-pattern rifle for US$1,275 and
corresponding ammunition with help from a broker for US$4.50 per round in Samburu County.?® This
ammunition trafficking helped fueled cattle theft, poaching, and banditry.&”

Some key reasons why Kenyan police reportedly engage in diversion (and other forms of corruption) are
insufficient salaries and internal corruption within the institution regarding post selection and promotions.

In 2023, a national newspaper quoted a former commissioner from the Rift Valley who alleged that officers
traded ammunition for goats with bandits “just to have something to eat.”®® A 2021 study by researchers from
the London School of Economics (LSE) found that a junior officer’s starting monthly salary was only about
half of the actual cost of living in Nairobi.®® Personnel in hardship posts did not receive special compensation,
and low-level officers must sometimes endure long, dangerous commutes between their duty stations and
more affordable areas.®

Although Kenya has instituted reforms to improve the integrity of the police promotions in recent years, the
LSE study also found that the promotion criteria was too easy to meet, and that a huge number of eligible
candidates who met the criteria had created a backlogged process for promotions. As a result, junior officers
reportedly said they needed to pay bribes of about US$740 to their superiors to beat their competition.?!

This dynamic has favored officers willing to tolerate and engage in corruption — including through extortion
for extra money — in order to advance their careers; those who resist corruption risk being sidelined or
punished by abusive superiors. Commanders in charge of problematic units are often rotated into other
senior positions.®? These institutional factors play a key role in why police officers choose to sell their weapons
to criminals for personal benefit.
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A Hauk class missile torpedo boat of the Norwegian Navy at high speed. (Photo Credit:Grace Lou Images, Alamy Stock Photo)

3.4 Disposal

Tl identified 66 cases taking place during the disposal
stage of the lifecycle (retired, excess, unusable, seized,
collected, surrendered, or diverted weapons as well
weapons marked for destruction) in several countries,
including Bosnia and Herzegovina, Burkina Faso, Brazil,
Croatia, Haiti, Honduras, Kazakhstan, Kenya, Mexico,
Nigeria, Norway, Paraguay, the Philippines, South Africa,
and Ukraine.®® Nine of the 66 cases included mid- to
high- level officials. Thirty-three cases involved security
personnel accused or convicted of stealing or selling
seized, collected, and surrendered civilian weapons,
while 20 cases involved retired, unusable, or obsolete
state weapons.® There are 11 cases where state
personnel are suspected of playing a role in the further
proliferation of illicit weapons through corruption.

Seized, collected, and surrendered civilian weapons are
vulnerable to corruption-fueled diversion as police and
military officials often have more discretion over their
handling without outside review, while inventory controls
are often weaker than for actively used weapons. In

Brazil, a court convicted an army major in 2017 for using
his position to reregister weapons and ammunition in his
name that had been previously confiscated by airport
authorities and slated for destruction. The major is
appealing the decision and maintains his innocence.®®
The major allegedly amassed an arsenal of fraudulently
registered firearms, some of which were passed on to
friends and acquaintances.®® In Haiti, a police officer
told a local investigative news outlet in 2022 that some
officers do not declare seized firearms so that they

can be discretely resold. Additionally, some police will
compete with personnel from other law enforcement
entities, such as local judicial officials, over who takes
possession of seized weapons.®”

The same is true for retired, unusable, or obsolete state
weapons. Retired weapons (including larger platforms
and bulk volumes of small arms and light weapons)

are vulnerable to corruption as they are often sold with
fewer government checks following a decommissioning
or disposal process. A Norwegian court sentenced a
defense official in 2017 for accepting a US$242,000
bribe to facilitate the transfer of seven decommissioned
ships, including six Hauk class missile torpedo boats,
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IN HAITI, A POLICE OFFICER TOLD A LOCAL INVESTIGATIVE NEWS OUTLET IN 2022

THAT SOME \6FFICERS DO NOT DECLARE SEIZED FIREARMS
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in 2012 to a UK shell company.®® The UK company
transferred the ships to a controversial Nigerian private
security company run by an ex-militant leader of the
Emancipation of the Niger Delta (MEND). MEND has
been accused of human rights abuses, kidnappings,
and oil theft.®® The company owner denied purchasing
warships and said that the boats were instead

for surveillance.'®® Because the ships had been
decommissioned, the export reportedly required less
scrutiny into the end-user than for other weapons,
which normally require deeper reviews by defense
and foreign ministry officials. The export likely would
have been rejected had officials discovered the UK
company’s links to the Nigerian end-user."!

Tl also identified cases where individuals within defense
or security institutions passed retired weapons to
state-backed auxiliaries and militias. In some countries,
politicians and warlords can use such channels to
acquire weapons and ammunition for their followers,
who then use them for illicit purposes. In June 2023,

a Philippine court convicted a former mayor who failed
to return 14 out of 20 assault rifles that had been given
to him for his personal security detail during his term.!%2
Though he eventually returned most of the weapons,
they had circulated illegally for four years, and nine of
them had “tampered” serial numbers, which impeded
tracing (see the Philippine case study for more
information on political violence and diversion).'%

Tl also identified cases
where individuals within
defense or security
institutions passed retired
weapons to state-backed
auxiliaries and militias.

Furthermore, state personnel are also suspected of
playing a role in the further proliferation of illicit weapons
through corruption in 11 cases, whether by intentional
dereliction of duty, actively assisting arms traffickers,
embezzling resources meant to counteract diversion, or
participating in illicit markets. Most cases involve security
personnel allegedly selling confiscated firearms that

they never officially reported. In 2016, a South African
police colonel pled guilty to corruption for selling over
US$480,000 worth of firearms flagged for destruction

to criminals and unlicensed individuals by manipulating
the police database. These firearms have been linked to
over 1,000 murders between 2007 and 2016, of which
187 were children.* In some cases, law enforcement
personnel are suspected of taking bribes from criminals
to turn a blind eye to their illicit stocks. In 2019, Ukrainian
investigators discovered a large cache of weapons
belonging to a crime boss who reportedly bribed a
prosecutor to allow house arrest, effectively allowing him
access to the illicit weapons stored in his home.'%
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4.0 IMPACTS OF CORRUPTION-FUELED DIVERSION

Many of the corruption-fueled diversion cases resulted
in devastating impacts on civilians and military and
police personnel. Some of the key impacts include
empowering criminal network attacks, increasing armed
conflict, eroding political rights, and reducing military
effectiveness. While these impacts are not necessarily
unique to corruption-fueled diversion, some of the related
motivations and side effects are distinctive and not as
well-know. State personnel can intentionally undermine
stockpile security and increase the risk of explosions
and fires at munitions sites to mask corruption-fueled
diversion. They may “cause a crisis” to hide ammunition
diversion or divert weapons to rebel groups to assist in
illicit private businesses. These motivations and troubling
side effects provide a fuller picture of corruption-fueled
diversion consequences and harms.

4.1 Weakened Stockpile Security

The theft of weapons by military officials for private gain
can contribute to poor stockpile security and deadly
explosions. In 2021, a former deputy defense minister
from Kazakhstan claimed that corruption was responsible
for explosions at state-owned weapons depots.!®

In 2019, for instance, a fire broke out among poorly
ventilated and overcrowded warehouses at an arms
depot in Arys, Kazakhstan, causing the detonation of
hundreds of tons of explosives and over 1 billion rounds
of ammunition. The incident resulted in three deaths,

160 injuries, and the evacuation of 44,000 residents.'?

A subsequent trial revealed that despite a US$1.6 million
allocation in 2018 by the Defense Ministry to improve
storage conditions, military officers and their associates
embezzled the funds through fraudulent subcontracting,
leaving the storage facilities vulnerable to explosions.'?®
The former deputy defense minister alleged that these
poor storage conditions helped the senior defense
officials obscure illicit sales of excess munitions, including
Grad, Uragan, and Smerch artillery rockets.

106 Severny, Vladimir. 2021. ‘TeHepan-maiiop AiTkanu WUceHrynos: “fl 3Hat0, KTO BUHOBEH BO B3PbIBAaX Ha BOEHHbIX CkAaaax noa Tapasom.

In another case, poor arms stockpile storage
conditions may have helped mask an alleged effort
by military commanders to divert weapons to criminal
groups for their personal profit. In Colombia, an
armory manager said he found an arms depot in
‘absolute chaos’ in 2023, with ‘weapons thrown on
the floors...serial numbers erased, and grenades
mixed with mortars’ when he started a new position
at the Vélez battalion in San Pedro de Uraba. After
conducting an inventory, he discovered over 22 rifles,
130 hand grenades (some of which were supplied by
the United States under Plan Colombia), and almost
90,000 rounds of ammunition were missing and

may have been diverted to criminal groups.'® The
armory manager said he was later offered a bribe to
keep silent about the missing weapons. However, he
refused. Then, he received credible death threats and
was fired by his superiors.'®

4.2 Erosion of Democracy
and Political Rights

In contexts where external political interests interfere
with defense and security institutions, corruption-
fueled diversion can empower certain actors to disrupt
electoral processes and deny political rights through
targeted violence and voter intimidation using diverted
arms. Cases in Nigeria and the Philippines mentioned
above and below demonstrate how politicians can arm
and work with criminal networks to intimidate voters
and assassinate rivals in order to maintain power.'"

In Mexico, state police forces and civilian officials
allegedly colluded with a cartel in the 2014 kidnapping
and massacre of 43 student teachers en route to a
demonstration in Mexico City, according to thousands
of text messages reviewed by the US authorities.'?

"
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Police actively assisted in the abduction, and in at least officials following disputed elections in 2021."8 The
one instance, provided weapons to cartel gunmen, militias, many of which are aligned with and receive
seemingly in exchange for bribes. support from Iran, were a key force in disputing the

elections when their associated parties lost a significant
share of parliamentary seats."* In Libya, elections
meant to reunify the fractured country have been
repeatedly postponed following intermittent clashes
between powerful militias that have deeply infiltrated
competing military and security institutions that seek
government funding and resources for themselves.'®

The risk of electoral disruption is particularly high in
cases where political or ethnic militias enjoy some
degree of integration within military and security
forces and have access to state weapons. In Iraq,
Shiite militias loosely integrated into the armed forces
(and receiving arms and ammunition from the state)
engaged in attacks targeting rival politicians and
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ARMS DIVERSION, POLITICALLY-BACKED MILITIAS,
AND ELECTORAL VIOLENCE IN THE PHILIPPINES

Local politicians and their associates in the Philippines have frequently been caught with diverted weapons,
including in the aftermath of attacks on political opponents. The origins of such weapons are diverse. Some
are illicitly procured from local manufacturers without required permits, while others are diverted from legal
channels through the collusion of government officials or police. A former police official stated that “money
holds immense power in the country [and can] make seemingly impossible things achievable. Regrettably, this
includes the ease with which one can acquire weapons and ammunition, especially if you have connections
within the police and military.”"®

In 2011, state authorities indicted four employees from a prominent manufacturer for selling one million
rounds of assault rifle ammunition to police officers in 2008 and 2009."” The employees allowed the sale
even though the officers did not have a permit to purchase the ammunition, violating procurement laws.!'®
The officers allegedly paid about US$400,000 in cash for the ammunition. Following the purchase, the
manufacturer delivered the ammunition to a Manila port, where it was then dispatched to a provincial police
unit in the war-torn Bangsamoro region.!

The officers likely acted as intermediaries for the powerful Ampatuan political clan, which held municipal,
provincial, and regional elected offices throughout the region at the time.'?® In 2009, gunmen affiliated with
the clan massacred 58 people, including 34 journalists and 11 opponents en route to file candidacy papers
for a local election.'? The incident was one of the worst massacres ever recorded in the Philippines; it was
the single deadliest recorded attack on journalists ever, according to the Committee to Protect Journalists.'??
Subsequent police operations against the clan’s private militia found diverted army weapons and police
ammunition within their arsenals, including the fraudulently purchased ammunition mentioned above.'?® The
Ampatuans have been accused of widespread political violence. One victim described their experience from
an incident around 2007, at the height of their power:

“We were all together, the whole family, happily on a road trip when everything turned into a nightmare. Out
of nowhere, a line of cars swarmed us, and armed men wielding automatic rifles surrounded us, screaming
orders and threatening [...] to shoot us. We were forced onto the ground, trembling with fear and tears
streaming down our faces, feeling utterly powerless [...] the men were in plain clothes and were obviously not
with the police.

They were looking for an in-law of ours, who had once used our family vehicle to meet with the Ampatuan
patriarch in the past as an ally but had later on tried to run against them in a small municipality. They wanted
us to reveal his location and tried to force the answer from us [...] The armed men used their guns to force us
to fall flat on the ground, face down, and it was in that moment we thought we will also die.

The onlookers had alerted the police [...] so after about 20-30 minutes, with our bodies already on the ground
with our faces flat on the concrete, we heard police sirens. It dawned on everyone then that we had already
crossed the city line and therefore it was no longer Ampatuan territory. The men did not easily withdraw their

Interview with a retired police official requesting anonymity conducted by local civil society experts on behalf of TI-DS in February 2024.
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weapons until two more city police cars arrived. [The police] had asked about the issue, and that if we were
being arrested, we should be brought to the nearest police station. It was only then that the armed men
decided to leave as they did not have a warrant. They did not want to go to the police station themselves as
that might also compromise them. The police in that situation also tried to deescalate what could have been
possible firefight with over a dozen armed men in a busy highway with onlookers and only six police officers
present. The trauma of that terrifying moment still haunts us to this day.”***

The Ampatuans were likely able to source diverted weapons through various channels that stemmed from
their influence over local and regional security institutions. Local police units are subject to a dual hierarchy as
they answer to both local officials as well as the national police.?® Through municipal and provincial executive
offices, the Ampatuans cultivated allies in local units who helped them source weapons for their private
militias, including directly from manufacturers.’?® They also took advantage of counterinsurgency programs
designed to bolster police and military forces with local auxiliaries and volunteers by enrolling their own
cronies or by paying off existing volunteers who only received a small stipend from the state.’”” Through these
channels, the Ampatuans accumulated an estimated private army of 2,000 individuals, armed with an arsenal
that included diverted mortars, recoilless rifles, and heavy machine guns.'?8

Many of these laws and programs still currently exist as mayors can still enroll their private associates to serve
as security auxiliaries to support military and police operations.”® In doing so, such individuals may receive
weapons owned by the local government, or some mayors may use the exchange as a pretext for arming
their enrolled affiliates with privately-owned weapons (even though this is illegal).’®® In February 2024, a senior
police official disclosed that over 2,000 local government units were in possession of over 63,000 firearms
with expired licenses and were unaccounted for.'®" A former rebel leader and now the chief minister of the
Bangsamoro Autonomous Region of Muslim Mindanao told a national broadcaster that in recent years, most
of his (now decommissioned) armed group’s weapons were sourced from within the country, including from
government “armories.”'*?

Electoral violence continues to be a major problem in certain parts of the Philippines, particularly in Mindanao.
Researchers have found that local elected officials can use these channels to illicitly influence elections
through assassinations, enforced disappearances, and voter intimidation.'*® Elections determine control over
licit economies, as elected officials gain access to local budgets and internal revenue allocations which can
be distributed to patrons and clients through local procurement contracts.'®* They also gain influence over
illicit economies, as they can use local law enforcement units to monopolize or extract extortion payments
from those engaged in smuggling controlled substances, illicit mining, illegal gambling, kidnappings for
ransom, and cattle theft.'s®
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3 Empowered Cl‘lmlna| When state personnel sell arms to illicit groups, they

often sell other force multipliers like intelligence or

NetWOI’kS, Armed Grou ps, and logistics assistance or these illicit sales may purposefully

Terrorist Organizations

In more than 200 cases, state personnel reportedly

col

terrorists, in connection with arms diversion. This collusion
can make it easier for illicit groups to acquire the types
and quantities of weapons they would not otherwise have
access to in the civilian market, see Figure 5 for a sample
of the range of arms found in the cases. In 2023, some
Brazilian soldiers allegedly stole over a dozen US-origin
heavy machine guns from a military warehouse to be sold

for

Vermelho. At least four state personnel are facing trial in
connection with the diversion, including the commander
of the arsenal that housed the stolen weapons. All the
state personnel deny the charges against them.*¢ In
2021, military personnel in a country in the Gulf of Guinea
allegedly helped divert automatic grenade launchers,
heavy machine guns, RPGs, and associated ammunition
to a trafficking network with suspected connections to

fuel conflict. In Mexico, a colonel’s bodyguard who
allegedly supplied grenades and ammunition to a cartel
also allegedly offered to locate a regional prosecutor
that the cartel wanted dead.™®® In other cases, senior
officers appeared to collude with armed groups to help
obtain better financial resources from the government;
for instance, the United States sanctioned a Congolese
general in 2018 based in part on accusations that he
maintained “business and operational relationships”
with rebel groups during an anti-insurgency campaign
in North Kivu in 2014.1° Senior members of his staff
allegedly engaged in timber trafficking and other

illicit commerce."° In 2016, the UN Group of Experts
documented accusations by rebels that the general had
provided them with weapons, ammunition, and uniforms
used for attacks against civilians that had left hundreds
dead (the general denied involvement)."*" A Congolese
security expert claimed that commanders provide
material support to rebel groups to perpetuate conflict
and secure strong operational budgets.'*

luded with illicit actors, including criminals, bandits, and

profit to the criminal organization called Comando

terrorist groups in the Sahel, according to a UN report.'”

Figure 5: Types of Weapons Associated with Corruption-Fueled Diversion Cases (selected)
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Various types of ammunition and military equipment. (Photo Credit: Diy13, Istock)

4 4 Ineffectlve and AbUSive (whose wages had been skimmed by corrupt senior
) o . officers) had sold off critical defense equipment, such as
Mllltary and POIlce FOrceS the tires of US-supplied Humvees.'*® In 2023, the Bosnian

government convicted a former defense minister for
corruption over personally profiting from an unauthorized
arms sale to a private dealer."¥” The minister sold modern
weapons instead of approved old surplus stocks,
allegedly causing the disappearance of nearly 200
107mm rockets, dozens of machine guns, and over one
million rounds of ammunition.'*® This diversion resulted in
a state loss exceeding US$5 million.*

The loss of weapons, ammunition, and force-enabling
military equipment through corruption-fueled diversion
can impact force readiness and render military and
police forces unable to carry out their missions. In 2015,
Jordanian intelligence officials reportedly sold millions
of dollars’ worth of US-supplied weapons intended

for Syrian rebels fighting the Assad regime onto the
Jordanian black market, allegedly using the windfalls to

buy luxury items (the Jordanian government has denied Corruption-fueled diversion can also incentivize abuse by
these reports).“® Some of the diverted weapons were state forces, as demonstrated by Kenyan police personnel
reportedly used by a disgruntled Jordanian police officer ~ allegedly “causing a crisis” to hide ammunition diversion
to kill five people, including two Americans, at a training and the Congolese commander allegedly selling arms to
facility in Amman.'** The diversion came as the Assad rebels to obtain more government resources mentioned
regime, with extensive Russian military support, rolled above. Such abuses disproportionately impact vulnerable
back hard-fought rebel advances.*“s populations, including women, children, minorities, the

poor, and migrants. The Libyan coastguard, which is
partly funded and equipped by ltaly and the EU, is widely
accused of misusing this security assistance by engaging
in abusive and corrupt practices towards migrants seeking
passage to Europe, including through extortion, torture,
extrajudicial killings, sexual abuse, and colluding with
traffickers.'®®

TI-DS previously highlighted in its report ‘The Fifth
Column: Understanding the Relationship Between
Corruption and Conflict’ that when ISIS militants overran
Mosul in 2014, Iraqi security forces were unable to
respond partially because underpaid personnel
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4.5 Increased Armed Violence
and Conflict

Augmented by the previous factors, corruption-fueled
diversion exacerbates armed violence and conflict. In
countries facing ethnic conflict, political control over
defense and security institutions by one group can
dramatically worsen violence and criminality. Burkina
Faso’s interim president, who seized power through a
coup, greatly expanded a state-armed militia aligned
with his Mossi-speaking political base. This tactic
marked a bulwark in the country’s fight against jihadist
groups.’®' The state’s recruitment of the militias favors
ethnic majority groups (such as the Mossi) over other
ethnic groups.'s?2 Some militia members, however,
have reportedly focused on “gaining political power or
controlling the local economy.”'®® This motivation and
others have contributed to militia members allegedly
participating in land evictions and killings as well as
‘settling scores’ between communities without and
potentially with some state-support.’®* There is also
information suggesting that some of these militia
members have inappropriately sold their firearms,
including modern Serbian M05, as criminals have been
caught with such firearms.® Civilian deaths have more
than doubled since the militia’s expansion between
2021 and 2023, according to Armed Conflict Location
& Event Data Project (ACLED)."%

151 Interview with a regional security expert conducted via MS Teams on May 15, 2023.

Some militia members, however,
have reportedly focused on
“gaining political power or
controlling the local economy.”

Corruption-fueled diversion heightens violence and
criminality even in countries without major conflicts,
including those with ostensibly strict gun laws but
elevated rates of armed violence. In several South
American countries, grenades have become preferred
tools for extortion gangs as they are harder to trace
than firearms. The practice apparently originated

among Venezuelan criminal groups who exported it to
other countries with stockpile challenges.’” In Peru,

the number of reported extortion incidents increased

by 62 percent between 2021 and 2022, with over

7,000 documented incidents in 2022.'%8 In September
2023, two gang members threw a grenade into a Lima
night club whose owner they were trying to extort —

the powerful blast left 15 attendees hospitalized with
shrapnel wounds."®® Many of these incidents involved
grenades, including modern Bulgarian grenades that are
unique to Peruvian military stockpiles in the region.'®°
Peruvian authorities seized 177 grenades in 2023, at
least 18 of which had markings indicating diversion
from Peruvian military stockpiles.'®' Ecuadorean police
allegedly seized a grenade with Peruvian army markings
from gang members who stormed a TV broadcaster in a
countrywide wave of violence in January 202462
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5.0 INSTITUTIONAL RISKS ENABLING
CORRUPTION-FUELED DIVERSION

Tl identified several recurrent institutional weaknesses

in many of the analyzed cases. Actors who engage

in corruption-fueled diversion often exploit these
weaknesses within defense and security institutions.
One of the most strongly connected institutional
weaknesses to corruption-fueled diversion is institutional
gaps in stockpile security recordkeeping systems.
Broader systems of corruption, such as around

salaries, selection of posts, and promotions sometimes
incentivize corruption-fueled diversion. It is difficult to
identify potential corruption-fueled diversion without
critical oversight mechanisms, such as effective

income, interest, and asset disclosure systems. These
examples are not exhaustive, exclusive, nor categorical
as institutional weaknesses are unique to their specific
context and mutually enabled by other underlying factors.
Nevertheless, understanding these institutional risks can
help export authorities and other practitioners identify
unique diversion risk indicators and mitigation strategies
that might otherwise be ignored.

5.1 lllicit Enrichment and
Influence Checks and Reporting

lllicit enrichment is a key factor in an overwhelming number
of the corruption-fueled arms diversion cases reviewed in
this study. In many cases involving mid- and senior-level
state personnel, the officials allegedly or were proven to
have received a significant amount of money as part of

the arms diversion scheme, as shown in the Bosnia and
Colombia examples above. State personnel in charge

of approving arms imports and exports, managing arms
depots, providing licenses for civilian gun ownership,
overseeing arms disposal, and guarding borders are
particularly at-risk of embezzlement or bribery. Two
critically important ways to prevent and address such
corruption are requiring senior and at-risk defense and
security personnel to submit annual income, interests, and
assets disclosure (IIAD) forms to independent government
agencies and providing protections for whistleblowers. e
However, many countries either do not have these types of

requirements or the enforcement of these requirements
is weak.

In response to allegations of Paraguayan military

officials selling state-owned ammunition to organized
crime groups and other related issues, Paraguayan
experts have highlighted the gaps and importance of
income and asset disclosures, often included in state
counterintelligence checks. An expert on Paraguayan
organized crime reportedly told InSight Crime that “low
salaries and the complete lack of a counterintelligence
system to track corrupt agents are factors that contribute
to institutional corruption” and diversion within the
Paraguay defense ministry.'®* Similarly, a defense expert
in Paraguay said the military needs to expand “resources
for regular confidence testing of personnel as well as

the implementation and maintenance of databases to
identify warning signs of corruption within the institution’s
personnel (e.g. officials whose spending patterns do

not correspond to their income).”® In Colombia, judicial
authorities have reportedly used these counterintelligence
checks to help investigate and prosecute military officials
involved in arms diversion to organized crime groups.'®

Over the past 20 years, many countries around the
world have expanded their efforts to require and review
IIAD forms for senior state officials and other at-risk
personnel in response to similar corruption risks. In
Argentina, state official submission rates rose from 69
to 96 percent after they implemented a digital system.'®”
Rwandan judicial officials have also used IIAD forms

as key parts of their corruption-related investigations
and prosecutions.'® However, there are still major

gaps in sanctioning officials for failing to submit forms

in some world regions, according to a 2024 U4 and
Transparency International study.’®® In sub-Saharan
Africa, a “lack of political will to ensure enforcement” is a
critical challenge, among other issues. One of the main
reasons for the lack of enforcement in Ghana “is that
there is no punishment for non-compliance with the asset
declaration requirements.”'”® In Kenya, there have been
reported concerns about enforcement because Kenyan
law “mandates all state officers and public officers to
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declare their wealth” rather than specific at-risk officials,

which can overwhelm government efforts to identify and
sanction individuals that do not comply with the law."

In earlier study, there were similar ambiguities in Jordan

about which officials needed to submit forms.'”

Many of the countries with corruption-fueled diversion
cases also have weak whistleblower protections for military
and security officials that want to report corruption. As
illustrated in examples from Colombia to Kazakhstan

in subsection 4.1, whistleblowers play a key role in
exposing corruption-fueled arms diversion. There were

at least 10 cases where state officials were tipped off
about corruption-fueled diversion by individuals inside or
outside the government.'”® However, of the 32 countries
examined in both this study and TI-DS’s 2020 GDI, 16 lack
adequate whistleblower protections. This means there is
no legislation applicable to defense and security personnel
that facilitates corruption reporting or no effective
protections for whistleblowing, (see countries in red and
orange in Figure 6 below).™ In the Philippines, for instance,
there are no laws that protect whistleblowers; although,
members of their legislative body have introduced
whistleblower legislation in recent years.!”

Figure 6: Whistleblower Laws and Protection

- 83 - 100 Very robust institutional resilience to corruption
- 67 - 82 Robust institutional resilience to corruption
[ 50 - 66 Modest institutional resilience to corruption

171 lbid.

5.2 Corruption within Salary
Payments and Career
Advancement Systems

Corruption that compromises the integrity of defense and
security force institutions’ systems for delivering salaries,
selecting posts, or granting promotions is a clear motivator
for some state personnel to engage in corruption-fueled
arms diversion, especially when there is a lack of oversight
or accountability in these institutions. Tl identified at

least 14 countries where such corruption contributed

or very likely contributed to arms diversion, including

in Afghanistan, Bosnia and Herzegovina, Brazil, Chad,
Colombia, DRC, Irag, Kenya (see case study one), Mali,
Nigeria, Paraguay, South Sudan, Thailand, and Yemen.
There are seven additional countries with corruption-fueled
diversion cases that have a very high or critical risk of
corruption in their payment, promotion, or posting systems
based on the 2020 GDI, such as Angola, Burkina Faso,
Montenegro, and Mexico. The types of corruption that are
linked to corruption-fueled diversion range from salary theft
to requiring bribes for promotions and preferred postings.

D 33 - 49 Weak institutional resilience to corruption
- 17 - 32 Very weak institutional resilience to corruption
- 0 - 16 Limited to no institutional resilience to corruption
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Following the withdrawal of many US forces from Irag in
2010, the country’s then-prime minister, Nuri al-Maliki,
took several actions to cement his control over the
military, which created a permissive environment for
corrupt practices and corruption-fueled diversion.'”® He
established a separate military chain of command that
answered directly to him and prioritized factional loyalty
over professionalism and integrity in the promotion of
these commanders. Senior officers in turn were far more
focused on amassing personal fortunes through corrupt
practices. Command posts could be purchased through
patronage for US$10,000 and division command for
US$1 million."”” For the commanders paying these bribes,
the cost could be easily recouped by embezzling the
unit’s resources, such as salaries and food allowances
for soldiers. This resulted in the Iragi military becoming
dominated by factionalism with exceedingly low morale
and insufficient food and pay for soldiers. In response,
some soldiers sold ammunition, military fuel, spare parts,
or other items on the black market to sustain themselves.
The loss of such equipment helped cripple the military’s
effectiveness against ISIS in 2014.'8

Corruption within the Nigerian military around troop
rotations to combat zones is also contributing to
corruption-fueled diversion. Despite the Nigerian military’s
official policy of rotating troops in combat zones every
two years, some military units have been required to
remain there for up to five years or more. The Nigerian
military has said the main problem is that the military’s
personnel is stretched too thin. However, soldiers have
repeatedly complained that bribery in the deployment
and rotation process is a part of the problem, including
bribery to avoid combat duty posts, according to a report
by the Nigeria-based Civil Society Legislative Advocacy
Centre (CISLAC)."” CISLAC said that “when soldiers
endure extended tours of duty or are poorly catered for,
the tendency is for some personnel to exploit rapport and
networks established with the local people and economy
for selfish or criminal enrichment,” including selling

their arms to criminals.’® They highlight three specific
examples, but indicate the problem is likely widespread
because of poor oversight, including lack of monitoring
and independent government evaluations, and weak
arms stockpile management within the military.
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Around the world, several countries with corruption-
fueled diversion cases have key institutional risk factors
within their systems for paying salaries, promoting
personnel, and selection of posts based on the 2020
GDI. Corruption risks related to the deviation of salaries
are particularly high in seven of the 32 countries,
including Angola, Mexico, and Thailand, where chains of
command are not separated from chains of payment.'®!
If commanders are responsible for disbursing payments
to their subordinates — as opposed to salaries being paid
out through a centralized, electronic system — there is an
elevated risk that superiors will skim or divert salaries.
Separately, 10 of the 32 countries have very high or
critical risk factors around promoting defense personnel
outside of an objective and merit-based process.'®
According to the GDI 2020 review, military promotions in
Montenegro have been frequently based on the political
affiliation of individuals rather than their merits, and little
information is made public about such promotions.'®?

By contrast, military officials in Brazil have a better track
record promoting personnel based on merit.'®*

CORRUPTION RISKS RELATED TO THE

DEVIATION OF SALARIES

ARE PARTICULARLY HIGH IN
SEVEN OF THE 32 COUNTRIES,

WHERE CHAINS OF COMMAND
ARE NOT SEPARATED FROM
CHAINS OF PAYMENT.
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I ;
] THAILAND’S RISKY GUN WELFARE PROGRAM

In Thailand, the government’s gun welfare program appears to play a critical role in fueling corruption and
arms trafficking.'®® Many weapons connected to this program, which allows certain government employees
to buy firearms at a discounted rate for personal and official use, have reportedly been connected to violent
crimes and arms trafficking schemes after being sold by such employees for their personal profit. In some
cases, state personnel have allegedly used the guns to engage in corrupt acts.

In September 2023, a police officer gave a gun purchased through this gun welfare program to a local mayor
who passed it on to a private associate.'®® Allegedly, the associate used the weapon to murder a police major
who refused to promote the mayor’s nephew.'®” Drug gangs in Phuket reportedly used a Sig Sauer P320
pistol imported through this program in a drive-by shooting in May 2022.'8 In 2022, authorities seized “a large
quantity of illegal guns and gun parts” from a former town official who allegedly sourced the weapons from
local government and law enforcement personnel through this program and intended to sell them to buyers
in Myanmar.'®® The official allegedly issued over 600 gun ownership licenses to one individual through this
program.'®®

Police officers say the program helps them obtain quality weapons for police use at less than a third of the
cost. The firearms they receive from their police stations are often “dilapidated, even dangerous.”®! If a police
officer wanted to buy a pistol from a local gun shop, the approval process could take much longer, and a
police officer may only buy one gun at a time.'® A senior police official also said that officers prefer using their
own “welfare guns” to issued weapons so they can avoid large fines if the weapon is lost.'®

While some police or other government personnel may use the welfare program for legitimate purposes,
some personnel exploit the discount to make extra money through sales that reach the black market.'*
According to a police commission study, several police have illicitly sold their new pistols to “pawn shops,
where they were resold in hard-to-trace transactions,” when facing financial difficulties.'®® The Thai police
have been accused of soliciting bribes for money and other forms of corruption, including illegal gambling,
bid rigging, aiding drug trafficking, and money laundering.'®® Thai soldiers have also complained that their
commanding officers take their ATM cards so they cannot access their salaries directly, which has raised
concerns about the soldiers failing to receive their correct pay.'*”

There have also been questions about whether there are conflicts of interest with the Thai Interior Ministry,
which runs the gun welfare program. According to a major national newspaper, this program makes the
Interior Ministry simultaneously the national regulator of gun imports, including civilian gun ownership, and “the
nation’s largest gun importer.”'®8 In April 2015, the head of the Royal Thai police, which is part of the Interior
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Police Station in Thailand (Photo Credit: Kittipong Chararoj Istock)
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Ministry, announced one of the largest arms deals of the gun welfare program: the purchase of 150,000 US
manufactured Sig Sauer P320 pistols at about US$525 each.'®® Pistol deliveries started in December 2017
and by March 2020, Thailand agreed to another contract to buy about 250,000 additional pistols.

Some Thai gun shop owners say the rise in firearm related crimes, which grew from 34,043 in 2016 to 48,509
in 2021, is because of the growth in new guns purchased through the welfare program.®® According to a
Bloomberg interview of a gun shop owner, ‘to acquire the gun is not easy for ordinary people, unlike guns
from the program.’?®' The Thai government, however, has reportedly said the rise in gun-related crimes is
connected to social changes within Thailand.?°? There have also been reports of police personnel allegedly
stealing firearms from police stations, including to help pay gambling debts.?%®

The widespread concern about the gun welfare program has sparked calls by the Thai police for changes
to the program. In late 2022, the Bangkok Post reported that the Thai police froze the welfare program and
was planning to institute new efforts to improve arms stockpile management of police weapons.?** The new
stockpile management initiatives included random inspections of firearm inventories and improved marking
of firearms. The police are also supposed to implement a 2022 law aimed at improving the integrity of the
police, including by increasing police salaries and requiring fairer promotions.2°> However, some of these
efforts have yet to be fully implemented.
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5.3 Inefficient Stockpile
Management, Recordkeeping,
and Disposal Processes

Inefficient stockpile management, recordkeeping,

and disposal practices provide military and security
personnel with unique opportunities to abuse their
authority. Tl identified more than 240 cases of
corruption-fueled diversion cases involving arms
stockpiles. At least 50 cases involved weak stockpile
security measures or recordkeeping practices in
countries like Argentina, Brazil, Colombia, Chile,
Ecuador, Ghana, Honduras, Kenya, Nigeria, Paraguay,
the Philippines, South Africa, South Sudan, Sudan,
Uganda, and Thailand. Some of these weaknesses
included outdated recordkeeping practices, limited
inspections, too much control in one official, poor
physical security at storage sites (like defunct cameras),
or minimal human security measures (such as
unqualified guards). The disposal of arms was another
major challenge. Audit bodies either did not scrutinize
disposal processes or did so irregularly and superficially
in more than half of the countries that were examined in
this study and the 2020 GDI.

An effective national recordkeeping system that
comprehensively records weapons in national stockpiles,
arms and ammunition seized by authorities, and the
disposal of arms as well as regular inspections to

verify such records is critical to combating corruption-
fueled diversion.?% In the Brazil example mentioned in
subsection 3.4, military personnel identified an alleged
scheme in which a military major accepted bribes to
expedite or grant inappropriate weapons to civilians
through irregular entries in national records.?*” Separately,
Brazilian authorities identified the theft of heavy machine
guns mentioned in subsection 4.3 after an inspection of
the military warehouse.?%®

However, outdated or weak recordkeeping systems can
seriously complicate efforts to catch diversion, including
attempts by perpetrators to manipulate or falsify such

records. Tl identified at least 11 cases in six different
countries in which military or police personnel allegedly
altered arms databases or inventory records in connection
with their corruption schemes.?®® Three of the cases
involved falsified records at military or police training
facilities.21°

Several of the corruption-fueled diversion cases in this
study reveal key gaps in recordkeeping. In Honduras,
“there is no known centralized database of police
weaponry, munitions, or other arms,” according to an
InsightCrime and Association for a More Just Society
(ASJ) study in 2017.2"" This gap makes it increasingly
difficult to trace firearms seized at a crime scene. An
auditor in Nigeria identified that many police stations
had not reported lost or unserviceable weapons, which
contributed to why the police could not account for
78,459 different types of arms and ammunition from
the Nigeria Police armory in 2019.2'? Despite a large
increase in civilian firearm registration requests and
firearm destruction in Brazil between 2018 and 2022,
Brazil's firearm tracking software, SIGMA, was not
updated to effectively ensure the data was accurate,
complete, and secure.?'® As a result, experts said

the software was more vulnerable to inserting false
data without detection for an extended period of
time. In Kenya, one police officer noted that “there

is a general problem in many stations and posts of
poor documentation and recordkeeping.”?'* A police-
supported study found that not all the armories are
fully inspected on an annual basis. State authorities
frequently cited challenges around the ability to mark,
record, and trace ammunition.

There are also serious questions about the accounting
of weapons given to private guards, militias, local
auxiliaries, and volunteers in certain states. In the cases
mentioned above from Burkina Faso, Kenya, Libya,
Nigeria, and the Philippines, it appears the states’
mechanisms for keeping track of the weapons provided
to such forces are weaker than for official government
forces. These gaps include basic inventory checks as
well as selection of individuals that receive the weapons.
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The disposal of arms, especially sales to outside buyers, is
another area where there are regular gaps in state systems
to curb corruption-fueled diversion. In Honduras, the legal
sale of old or surplus arms is reportedly the second most
important source of money for the military.?"® As the case
in Bosnia referenced above illustrates, state personnel may
even use the disposal process to sell new weapons to
obtain a larger profit. Despite the risks, there is little to no
information publicly available about states’ planned arms
disposals, or the information released lacks key details, in
23 of the 32 countries in this study and the 2020 GDI.?¢ If
states publicize information on the types of weapons and
names of potential buyers, outside experts could have
alerted officials about the corruption risks of the Bosnian
and Norwegian sales referenced in subsection 3.4. In 22
countries, there is little to no public knowledge about the
financial results of the disposal process.?" In addition, state
scrutiny of arms disposals through independent audits is at
best superficial or at worst non-existent in 20 countries.
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5.4 Poor Accountability for
Corruption-Fueled Diversion

Despite all the prosecutions of corruption-fueled diversion
mentioned in the previous sections, impunity for such
diversion remains a serious challenge. Tl identified

more than 35 cases involving weak accountability for
corruption-fueled diversion within defense and security
forces in countries like Bosnia and Herzegovina,

Bolivia, Colombia, the DRC, El Salvador, Haiti, Kenya,
Kazakhstan, Kyrgyzstan, Mexico, Nigeria, Paraguay,
Serbia, and Uganda, among others. These cases
included incidents where investigations and discipline
processes into alleged diversion were obstructed,
dismissed, or never took place. According to the 2020
GDI, 22 of the 32 countries with corruption-fueled
diversion cases fail completely to investigate or discipline
abuses even in the face of clear evidence, or their
investigations are highly superficial and rarely result in

Exposed storage of military munitions. (Photo Credit: Shutterstock, Sergey Uryadnikov)
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disciplinary action, see Figure 7 below for more details.
Public transparency around prosecutions, including many
of the ones highlighted above, is another key challenge.

Some state prosecutions appear to be dismissed before
they begin. In 2019, a Bolivian newspaper alleged that
an investigation into a navy sergeant who allegedly stole
10,000 rounds of ammunition from his unit’s arsenal
was delayed so that it would not adversely impact the
promotion of five officers.2'® The sergeant allegedly
attempted to sell the ammunition over Facebook

in 2018.2"° The theft was only discovered after the
sergeant’s wife filed a complaint against him for domestic
violence, alleging that he threatened her with his service
weapon and that she once found a large amount of
ammunition scattered in his vehicle.??® The sergeant was
apparently allowed to continue serving until 2023, when
he was arrested for shooting his wife in the head with

his service weapon (he claimed the weapon accidentally
discharged as he was cleaning it, which investigators
have disputed).??!

In other cases, military personnel are implicated in
diversion, but received little-to-no punishment or were
rotated into other positions. In Kazakhstan, officials
from the presidential administration inspected the Arys
munitions depot a few months before it catastrophically
detonated in June 2019, finding numerous safety
violations.??? Despite these findings, the Defense Ministry
did not address any of the violations, and a subsequent
trial found that several senior officers were guilty of
negligence and embezzling contracts meant to upgrade
the facility.?*® All of the officers were convicted in 2021,
but they reportedly had their sentences reduced or
commuted several months later.??* In Colombia, the

Attorney General’s Office charged two army sergeants for
allegedly diverting weapons and ammunition from military
armories in Medellin in 2021 and 2022 (both have denied
the charges).??® One of the sergeants was accused of
“systematically” diverting rifles and ammunition, as well
as a US-origin M249 light machine gun.2?® The other was
accused of aiding in the diversion of 28,000 rounds of
ammunition from a battalion armory under his charge

by falsifying inventory records.??” The office alleged

that following these suspected acts, both men were
transferred to other battalions where they are thought to
have continued diverting military items and engaging in
illegal activities.2?

Some sanctioned arms brokers may also receive
undue benefits from state officials. In July 2023, the
United States sanctioned a senior Serbian politician
(who has served as a defense minister, interior minister,
and security chief) for his close ties with notorious
Serbian arms dealer Slobodan Tesic. The United
States alleged that the official “[ensured] that Tesic’s
illegal arms shipments [moved] freely across Serbia’s
borders.”?® In response, the politician reportedly said
‘frankly, | don’t care.”® Tesic was blacklisted by the UN
in 2003 for violating an international arms embargo on
Liberia, though he was removed from the blacklist in
2013 shortly after Serbia’s now-ruling party, to which
he is a major donor, took power.2%" OCCRP alleged
that “powerful politicians” helped remove Tesic from
the blacklist, and that the country’s foreign ministry
subsequently gave him a diplomatic passport.?®> The
United States sanctioned Tesic himself in 2017 for
securing arms contracts through bribes, gifts, and
favors.?3® Tesic allegedly facilitated corrupt or illegal
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arms transfers to Yemen in 2009, Libya in 2014, and
Saudi Arabia in 2017.2% Tesic has said ‘he has never
participated in any corrupt activities,” and that he had
‘initiated a delisting process’ to be taken off the US
sanctions list, according to OCCRP.2%

Around the world, most defense institutions do have
standards and formal sanctions if defense personnel
engage in bribery and other forms of corruption, but
there are significant gaps in enforcement.?% In states
with strong anti-corruption practices, the governments
will comprehensively explain bribery, gifts, hospitality,
conflicts of interest, and post-separation activities in
military codes of conduct, along with specific guidance
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on how to proceed in the face of these events, according
to the 2020 GDI.2*” However, only nine of the 32 countries
included in this study and examined in the 2020 GD|,
such as Norway and Brazil, scored well on enforcing
formal sanctions on bribery and other similar forms of
corruption.?®® This means that over 70 percent of the
countries fail completely to investigate or discipline
abuses even in the face of clear evidence, or their
investigations are highly superficial and rarely result in
disciplinary action. Regularly updated public information
about the stage of prosecutions of corruption-fueled
diversion cases is also weak or non-existent in many
countries mentioned in this report.

Figure 7: Countries’ Level of Enforcement for Bribery and Other Forms of Corruption

B Failure to investigate or discipline

B Superficially investigated
or rarely disclipined
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Investigated and disciplined but
with undue political influence
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without undue political influence

234 The Guardian. 2010. ‘US embassy cables: US diplomats learn of 'Serbian arms sale to Yemen." The Guardian. December 6; Angelovski, lvan. 2016. ‘Smirt kidnapovanih baca sveflo na

srpsko-libijsku traovinu oruziem.” Balkan Insight. February 23; Marzouk & Dojcinovic 2020.

235 Dojéinovi¢, Stevan & Marzouk, Lawrence. 2020. ‘How an Irrepressible Serbian Arms Dealer Found a Conduit to Saudi Arabia through Qatar.” Organized Crime and Corruption Reporting

Project. October 23.

236 Transparency International Defence & Security. 2021. ‘GDI 2020 Global Report: Disruption, Democratic Governance, and Corruption Risk in Defence Institutions.” Transparency International

Defence & Security. Decemeber.
237 Ibid.
238 2020 GDI


https://www.theguardian.com/world/us-embassy-cables-documents/239620
https://balkaninsight.com/sr/2016/02/23/smrt-kidnapovanih-baca-svetlo-na-srpsko-libijsku-trgovinu-oru%C5%BEjem-02-22-2016/
https://balkaninsight.com/sr/2016/02/23/smrt-kidnapovanih-baca-svetlo-na-srpsko-libijsku-trgovinu-oru%C5%BEjem-02-22-2016/
https://www.occrp.org/en/the-fincen-files/how-an-irrepressible-serbian-arms-dealer-found-a-conduit-to-saudi-arabia-through-qatar
https://www.occrp.org/en/project/the-fincen-files/how-an-irrepressible-serbian-arms-dealer-found-a-conduit-to-saudi-arabia-through-qatar
https://ti-defence.org/wp-content/uploads/2021/12/TI-GDI-Global-Report-v7.pdf

40 Under the Radar: Corruption’s Role in Fueling Arms Diversion

6.0 ASSESSING CORRUPTION-FUELED

DIVERSION RISKS

The above institutional risks associated with corruption-
fueled diversion reveal new insights and reinforce
previous initiatives in establishing comprehensive risk
assessment questions to help states prevent arms
diversion. Critically, the previous chapters provide
information to develop targeted questions to better
assess the corruption-related risks in proposed arms
exports to curb diversion. The below set of questions is
meant to supplement rather than replace national and
international arms risk assessments questions created
by the United States, EU, Wassenaar Arrangement,
Organization for Security and Co-operation in Europe
(OSCE), and the United Nations.?® To assist with this
effort, we have divided sets of questions into two main
categories. The first category lists questions aimed at
identifying broader defense and security institutional risks
within an importing country. The second category of
questions is focused on risk questions related to specific
arms transfer transactions. It is also important to consider
some issues that may help mitigate diversion risks from
the previous question categories.

Before listing some of the targeted questions to identify
corruption-fueled diversion risks, it’s important for states
to develop a general sense of corruption within the
defense and security sectors of a perspective importing
state. TI-DS’s GDI provides an overview of defense
institutional resilience to corruption in 86 countries with
general assessments on political, personnel, financial,
procurement, and operational risks. Several other
indices also provide helpful overviews of corruption
risks that are applicable to the defense and security
sectors, including the Afro Barometer, Basel Assessing
Money Laundering Index, Bonn International Center

for Conflict Studies’ Country Reports, Corruption
Perceptions Index, Global Organized Crime Index,
Fragile States Index, Freedom in the World, Open

Budget Survey, International Country Risk Guide, and
Varieties of Democracy.?*® The United Nations and
other international governmental organizations may also
have useful insights on corruption issues. These indices
and other sources can be helpful for identifying some
general oversight gaps and corruption risks, including
oversight of defense and security budgets, judicial
integrity, and media’s freedom to investigate cases of
alleged corruption, that may require more investigation.
States can also use these resources to help answer
some of the specific questions below.

6.1 Institutional Resilience to
Corruption-Fueled Diversion

Once states have identified some general corruption
risks within an importing states’ defense and security
institutions, it is critical to investigate several institutional
issues in more detail to more accurately ascertain the
risks of arms diversion. Several of the below questions
are new or not regularly included in states’ or international
governmental organization’s diversion risk assessment
questions. These include questions relating to states’
systems for curbing and catching defense and security
personnel that seek to illicitly enrich themselves through
embezzlement, bribery, or other corrupt means.
Similarly, states do not often check defense and security
institutional resilience against corruption within systems
for paying salaries, internal career advancement, or arms
disposal. At the same time, the below questions also
include issues that have been previously mentioned by
research organizations. The inclusion of these or similar
questions is meant to re-emphasize the importance

of states to thoroughly investigate these issues before
approving arms transfers.

239 Council of the European Union. 2015. User's Guide to Council Common Position 2008/944/CFSP defining common rules governing the control of exports of military technology and

equipment. Brussels: Council of the European Union. July 20; OSCE (Organization for Cooperation and Security in Europe). 2003. Handbook of Best Practices on Small Arms and Light
Weapons. Vienna: Organization for Cooperation and Security in Europe; Wassenaar Arrangement Secretariat. 2003. List of Advisory Questions for Indusiry. Vienna: The \Wassenaar
Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies; Wassenaar Arrangement Secretariat. 2011. Elements for Objective Analysis and Advice

Concerning Potentially Destabilising Accumulations of Conventional Weapons.

240 https://www.afrobarometer.org/; https://index.baselgovernance.org/; https://www.ruestungsexport.info/de/laenderberichte; https://fragilestatesindex.org/; https://freedomhouse.org/report/

freedom-world; https://www.transparency.org/en/cpi/2023; https://globalinitiative.net/initiatives/ocindex/; https://internationalbudget.org/open-budget-survey/; https://www.prsgroup.com/

explore-our-products/icrg/; and https://www.v-dem.net/.
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These targeted questions are divided into six categories. Questions with an asterisk at the beginning have been
included in previous best practice guides for assessing arms diversion risks. Most of the questions without an
asterisk are related to questions in TI-DS’s GDI.

Arms Diversion Cases and Prosecutions

**Are there known cases of problems with the diversion of conventional arms and ammunition from national
stockpiles in the importing state?”?*! What is the frequency of diversion reports? How widespread are these
reports, and are there any government actors involved in diversion?

*Does the importing state share information with states about illicit activities in their countries, including related
to corruption, in arms transfers?24

Is there a policy to make public outcomes of the prosecution of defense and security personnel for corrupt
activities? Is there evidence of effective prosecutions, i.e., convictions, in recent years related to arms diversion?

lllicit Enrichment and Bribery

Is there a Code of Conduct for all military and security personnel that includes, but is not limited to, guidance
with respect to bribery, gifts and hospitality, conflicts of interest, and post-separation activities? How effective is
the state at enforcing violations of these codes and related laws?24

Does the importing state have an effective system for acquiring and monitoring income, interest, and asset
disclosures by senior and high-risk officials? How independent is the government entity that reviews these
disclosures? Do these entities sanction individuals for failing to submit disclosure forms? Is some of the
disclosure information publicly transparent?

Is whistleblowing encouraged by the state, and are whistleblowers in military and defense and security institutions
afforded adequate protection from reprisal for reporting evidence of corruption, in both law and practice?2+

Are there political actors within the importing country that support the use of weapons in political violence? Do
these actors provide state-owned weapons to local guards, militias, or volunteers? *Do state military or security
forces collude with illicit actors, including organized crime, to support illicit economic opportunities?24s

Salaries, Posts, and Promotions

Do military and security personnel receive the correct pay on time, and is the system of payment well
established, routine, and published?246

Are personnel promoted through an objective, meritocratic process? Such a process would include promotion
boards outside of the command chain, strong formal appraisal processes, and independent oversight. Is there
an unusual number of personnel waiting to obtain their promotions?24

Continued on next page

UNIDIR, Conflict Armament Research, and Stimson Center. 2023., pp. 7-11.

Ibid. page 23.

Transparency International Defence and Security (TI-DS), 2020 GDI Questionnaire Questions, Indicators, and Scoring Rubric, November 2019, page 27.
Ibid., page 22-23.

Ibid., page 11. UNIDIR, Conflict Armament Research, and Stimson Center. 2023.

Ibid., p. 23-24.

Ibid., p. 25.
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Is there a policy of refusing bribes to gain preferred postings? Are there appropriate procedures in place to deal
with such bribery, and are they applied??+®

Are chains of command separate from chains of payment?24°

Stockpile Management and Recordkeeping

*Does the importing state have an effective inventory system for keeping track of its arms and ammunition,
including regular internal and external audit body checks of inventory, and proper accounting of weapons seized
in crimes (and firearms given to militias if relevant)?2%°

*Is there a separation of key functions in weapons inventory management? For example, the same person does
not conduct “storekeeping, accounting, and auditing functions.”2!

*How effective is the importing state’s system for reporting the loss or theft of a weapon and conducting an
independent investigation into such loss or theft?2%?

Have there been reports of poorly stored arms and ammunition or any potential arms depot explosions? Is the
importing state excessively slow in strengthening the military or security forces arms stockpile management
systems?

If using an arms tracking software for inventory management, how effective is the software at identifying irregular
actions by personnel using it? Is the software regularly updated to meet the needs of the state requirements?

*Does the importing state have any history of the non-authorized re-export of surplus equipment to states of
concern?2

How effective are controls over the disposal of assets, and is information on these disposals, and the proceeds
of their sale, transparent?254

Is independent scrutiny of asset disposals conducted by government entities, including audit bodies, and are
the reports of such scrutiny publicly available?2%®

Procurement Oversight

Are defense procurement oversight mechanisms in place, and are these oversight mechanisms active and
transparent? Does the state provide public transparency on defense procurement throughout the whole process?

Is there an effective internal audit process for defense and security spending?

248 Ibid., p. 26.
249 Ibid., p. 26.

250 OSCE 2003. p. 34. UNODA (United Nations Office of Disarmament Affairs). 2018. ‘Stockpile Management: Weapons.” Modular Small-Arms-Control Implementation Compendium. New York:
United Nations.

251 UNODA. 2018. p. 24.

252 Ibid. p. 22.

253 TI-DS. 2020 GDI Questionnaire Questions, Indicators, and Scoring Rubric, 2019, p. 14-15.
254 Ibid.

255 Ibid.
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6.2 Transfer-Specific Risks to
Corruption-Fueled Diversion

States and international entities have put a substantial
amount of effort into identifying aspects of proposed
arms transfer transaction that are particularly susceptible
to diversion and corruption over the past two decades.
Many of these transfer-specific risk assessment
questions are helpful in identifying arms transfers that
pose high risks for corruption-fueled diversion.
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The below selection of questions, which are reprinted
or summarized from outside publications, is particularly
important in curbing corruption-fueled diversion.
However, this list is not exhaustive. It is important to
recognize that some state actors will seek to conceal
their corrupt actions by hiding behind outside actors
such as brokers and front companies. States and other
experts would benefit from consulting similar types of risk
assessment questions from UNIDIR, OSCE, Wassenaar
Arrangement, and the EU to ensure they have a robust
set of risk assessment questions.

Questions to Assess Corruption-fueled Diversion Risks in Specific Transfers

These questions are divided into three categories. All the questions have been previously identified in UNIDIR’s
“Strengthening shared understanding on the impact of the Arms Trade Treaty (ATT) in addressing risks of
diversion in arms transfers” or best practices on anti-corruption. As such, we have not indicated any questions

with an asterisk.

Quantities and Qualities of Weapons

“Are the quantities of conventional arms involved in the proposed transfer inconsistent with the importing state’s

likely requirements?”25¢

“Is the importing state’s accumulation of conventional arms greater than that required by its legitimate defense
and security interests? Is the technological level of the equipment requested proportionate to the needs
expressed by the importing state and to its operational capacity?”2%

“Are the conventional arms of a type that can be easily used by non-military agents or non-state actors?”2%®

End-Use and Retransfer Assurances

“Does the importing State provide valid and credible end-use/end-user or retransfer assurances?”2%°

“Does the importer provide details on the specific military or police unit or local company that would receive
and use the weapons? Would the export go to a military or police unit, or another branch of the security forces,
accused in credible reports of criminal acts, including related to corruption?”26°

256 UNIDR, Conflict Armament Research, and Stimson Center, 2023, pp. 7-11.
257 Ibid. p. 7-11.
258 Ibid. p. 7-11.
259 Ibid. p. 7-11.
260 Ibid. p. 7-11.

Continued on next page
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Questions to Assess Corruption-fueled Diversion Risks in Specific Transfers (continued)

Brokers and Companies

“Are the details of the exporter, brokers, shipping agent, freight forwarder, intermediate consignee, distributor or other
actors involved in the commercial arrangements all sufficiently identified? Are their authorizations and/or registration
documents as operators all authenticated? Does the company have sufficient experience and expertise? Is the broker

“related to or closely associated with a foreign official?26!”

“Has any actor involved in the commercial arrangements for the transaction or physical routing of the shipment,
including in previous companies linked to their ownership/directorships, been formerly convicted or accused on the
basis of credible evidence for participating in conventional arms or other illicit trafficking, or for violations of arms
export legislation (including the violation of multilateral arms embargoes), or for other closely related crimes such as
corruption and money laundering? Do they have a track record of working in arms transfers?”262

Does the company keep comprehensive records of all transactions, and engage in transparent financial and
banking practices? Does the company use corporate vehicles (i.e., legal entities, such as shell companies, and
legal arrangements) to obscure (i) ownership, (ii) source of funds, or (i) countries involved, particularly sanctioned

jurisdictions?"263

6.3 Mitigating Factors for
Corruption-Fueled Diversion Risks

States should seek to provide a comprehensive picture of
the risks of corruption-fueled diversion by looking at the
answers to all the questions rather than just a few specific
ones. The importing countries with the highest probability
of corruption-fueled diversion have high levels of risk in
nearly all the institutional risks we’ve highlighted and at
least some of the transactional risks. At the same time,
states must consider information that may mitigate some
of the severity of some or all the risk assessment questions.
This could include efforts to strengthen civilian control over
defense and security institutions, hold corrupt and abusive
personnel meaningfully accountable, modernize stockpile
management systems, and many of the other issues raised
in this report. Importing states may reduce their risk level by
agreeing to grant the exporting state’s national authorities the
right to conduct on-site inspections or by sharing with the
exporting state defense and security institutional challenges
and risks. There may be some risk reduction if an importing
state increases their systems for marking and tracing arms
and ammunition.

State efforts to improve the integrity of their defense and
security institutions can help reduce the risks of corruption-
fueled arms diversion, but they may also be a smokescreen
or progress too slowly to reduce risk. Ukrainian efforts

to reduce corruption provide an example of an importing
country’s effective measures to reduce the risk of corruption-
fueled arms diversion. For instance, the Ukrainian government
has removed senior military personnel linked to corruption,
supported active civil society and media engagement with
defense institutions, and implemented an improved arms
tracking systems for delivered weapons (though significant
challenges remain in all these areas).?** In the Philippines,

the government enacted a firearm law that strengthened
police oversight of firearm permits and licenses. It also has
robust procurement regulations that require the submission
of contracts, purchase orders, and award notices for

all government purchases. The police also impose a
countrywide gun ban during election periods. These factors
may mitigate some of the diversion risk depending on the
number of violations of the gun ban during elections.?%®
However, as in the cases of Thailand and Kenya above, some
apparently well-intentioned attempts to improve the integrity
of police forces may not substantially reduce the risk of
corruption-fueled diversion.

261 Ibid. p. 7-11. US Department of Justice and US Securities and Exchange Commission. 2020. ‘A Resource Guide to the Foreign Corrupt Practices Act, Second Edition.” July.

262 UNIDR, Conflict Armament Research, and Stimson Center, 2023, pp. 7-11.

263 Michael H. Huneke, Esq., and Jan Dunin-Wasowicz, Esq., “Converging practices for bribery. export controls and sanctions anti-evasion regimes,” Westlaw Today, Thomson Reuters, July 2023.

264 Jakes. Lara. 2023. ‘Ukrainian Soldiers Risk Their Lives to Keep Weapons From the Black Market.” The New York Times. May 12; Galeotti, Mark & Anna Arutunyan. 2023. Peace and Proliferation:

The Russo-Ukrainian war and the illegal arms frade. Geneva: Global Initiative on Transnational Organized Crime. March; Rzheutska, Lilia. 2023. ‘Ukraine struggles to curb corruption in its military.”

Deutsche Welle. August 17.

265 Argosino, Faith. 2023. ‘PNP records over 2,600 election gun ban violators as of Nov. 28." Philippine Daily Inquirer. November 28.
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7.0 CONCLUSION
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Corruption within defense and security institutions that buy, sell, produce, use, record, store, and
dispose of weapons is too big a problem for states exporting arms or weapons manufacturing
know-how to ignore when assessing proposed arms sales. In just the past decade, corruption-
fueled diversion has contributed to the loss of key military and security force equipment or funds
needed to respond to critical security threats in dozens of countries. It played an important role

in the stunning defeats of Afghani and Iragi militaries against terrorist groups. It likely contributed
to the detonation of hundreds of tons of explosives and over 1 billion rounds of ammunition

poorly stored in a Kazakhstan arms depot, resulting in 160 injuries and the evacuation of 44,000
residents.?%® Corruption-fueled diversion empowered political or illicit actors to disrupt electoral
processes and deny political rights through targeted violence and voter intimidation in places such
as Libya, Kenya, Mexico, Nigeria, and the Philippines. It supported illicit actors, including criminals,
bandits, and terrorists, in over 200 cases, often fueling armed violence and insecurity.

Building off increased national and international
efforts, states can strengthen efforts in identifying and
mitigating the harmful consequences and impacts

of corruption-fueled diversion. They, however, must
develop more targeted questions on corruption to be
more effective. This study sheds light on the most
critical corruption issues connected to arms diversion.
States must pay particular attention to corruption
risks such as embezzelment and bribery in the active
use and storage lifecycle stage with 283 cases of
corruption-fueled diversion around the world. There
were at least 53 cases of mid- to senior-level officials
embezzling larger quantities of weapons, including
relatively new arms and ammunition. Corruption
continues to play a large role in the diversion of arms
in the international transfer and disposal stages of
weapons lifecycle. State personnel abuse of authority
can facilitate other types of corruption-fueled diversion.
States must assess risks that new weapons purchases
can lead to the diversion of older weapons stocks. In
at least two cases, state officials have even used the
disposal process to illicitly sell newer weapons.

There are several key defense and security institutional
gaps that are strongly connected to corruption-fueled

diversion. States can assess these gaps to better
understand the risk of corruption-fueled diversion.
While some states may assess the quality of an
importing country’s system for evaluating personnel
security clearances in narrow circumstances,

states do not regularly look at the effectiveness of

a country’s income, interest, and asset disclosure
system to identify corruption-fueled diversion risks.
This must change, especially given the high number
of illicit enrichment cases. Some states recognize
but don’t usually assess whether corruption within
defense and security institutional systems for paying
salaries, selecting posts, and awarding promotions
can contribute to corruption-fueled diversion. Similarly,
there needs to be more assessments related to the
oversight of procurement and disposal processes.
States can assess these risks with several key
questions outlined above and find answers to the
questions in TI-DS’s GDI. This study reinforces the
need to thoroughly understand an importing state’s
management of arms stockpiles at various levels.

It highlights several important issues in this regard,
including assessing the strengths of a state’s weapons
inventory controls, such as recordkeeping and
oversight of personnel in charge of such controls.

Corruption-fueled diversion empowered political or illicit actors to disrupt
electoral processes and deny political rights through targeted violence
and voter intimidation in places such as Libya, Kenya, Mexico, Nigeria,

and the Philippines.

266 Satubaldina, Assel. 2020. ‘Kazakh President Visits Arys One Year After Ammo Depot Accident.” The Astana Times. August 21; RFE/RL (Radio Free Europe/Radio Liberty). 2019. ‘PACKAGE:
Military Warehouse In Arys: Before And After The Explosion.” Radio Free Europe/Radio Liberty. June 27.
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States must be aware that real instrumental change to the integrity
of defense and security institutions, which reduces corruption-fueled
diversion risks, can quite possibly take years or decades.

Any state system for evaluating risks of proposed arms
transfers is ineffective if it doesn’t result in changes

to transfers with a high probability of risk. This issue

is perhaps one of the more challenging aspects of
establishing a comprehensive policy on assessing
corruption risk in arms transfers. While the focus of this
study was on developing more targeted assessment
questions to identify corruption-fueled diversion risks,
the research findings highlight some critical institutional
and transfer issues states could address to better
mitigate these corruption risks. If an importing country
is committed to improving its institutions in one or more
of the areas outlined in chapter 5, states should seek

to find ways to support them. States must be aware
that real instrumental change to the integrity of defense
and security institutions, which reduces corruption-
fueled diversion risks, can take years or decades.
Announcements of security sector reforms must be
backed up with verifiable evidence of implementation.
States must also be willing to make hard decisions

to reject in part or in whole a proposed arms transfer
with high probability risk of corruption-fueled diversion
or place conditions on such a transfer. Without such
actions, states will continue to encounter many of the
serious and devastating consequences of corruption-
fueled diversion seen in the past decade.



8.0 RECOMMENDATIONS

The pervasive and serious aspects of corruption-fueled arms diversion demand more direct national
and international action. The below recommendations provide an overview of the key areas arms

exporters should address to better identify and mitigate arms diversion. There are also a few indirect
recommendations for states importing weapons.
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8.1 Strengthen National Policies and Risk Assessments

States must enhance national arms export policies

and implementation guidelines and invest in detecting
corruption-fueled diversion risks to effectively curb
diversion. We recommend the following actions to improve
these risk assessments:

267

Enhance national arms export policies and
implementation guidelines — States should

update their national arms transfer policies to identify
corruption as a key risk for arms diversion, among
other risks. This addition is a critical tool to help
strengthen government-wide efforts to investigate and
mitigate corruption-fueled diversion risks. It can also
encourage defense companies and importing states
to conduct their own anti-corruption risk assessments.
These policies should state that exporting countries
will assess corruption risk indicators within an arms
transfer before approving the transfer. States also
need to develop a set of implementation guidelines

or protocols to assess and mitigate corruption

risks. These guidelines should incorporate the risk
assessment questions in the above chapter on
assessing corruption risks.

Invest in detection measures — States must allocate
sufficient resources, including from their intelligence
agencies, to effectively detect and deter corruption-
fueled diversion risks. States could identify which
countries or subregions require more resources by
reviewing some of the indices mentioned in chapter

6. One effective way to identify riskier countries is to
require certain specialized government agencies to
produce comprehensive reports on global, regional,
and national corruption challenges. Export authorities
should collaborate with embassies and other agencies
to assess corruption risks. State agencies may

also collaborate with partner countries to assist in
assessing the effectiveness of national arms stockpile
management systems and other key defense and
security institutional protections against diversion.

Develop targeted mitigation strategies — States
should develop a range of targeted measures to
mitigate corruption-fueled diversion risks as part of
their arms transfer policy implementation guidelines.
Mitigating measures should address the underlying
institutional or transactional risks that could enable
diversion. For example, if an arms broker involved in a
proposed arms sale has repeatedly been accused of
illicit activities, the exporting state could suggest to the
importing state or defense company that they would
prefer to work with a different broker. A state may
request assurances from an importing country that
they will comply with international best practices on
arms stockpile security or ask the country to conduct
annual checks on their arms stockpiles. States could
also offer to assist importing countries in improving
the integrity of at-risk government systems within the
importing state. In more serious cases of risk, states
must reject a proposed arms transfer until conditions
have changed in the importing country.

Expand transparency on arms exports — In the past
two decades, arms trade researchers and investigators
have used national reports on arms exports to identify
corruption-fueled diversion risks and actual instances

of arms diversion. For example, Amnesty International
researchers helped discover an illicit trafficking network
of tear gas to Zimbabwe in 2004-2005 by identifying
countries that received US-made tear gas in the US
Department of State’s annual report on arms exports
through the Direct Commercial Sales program.2¢”

This information was shared with US authorities and
eventually led to the shutting down of a tear gas
trafficking network from a neighboring state. In order

to assist with this type of effort, states must provide
specific information on the types of weapons, value,
and quantity of arms exported in their annual reports.
This annual report information can also be used by non-
governmental researchers to assist states in identifying
evolving corruption-fueled diversion risks.

Amnesty International. 2004. ‘Zimbabwe: Another death at Porta Farm - 11 people now dead following police misuse of tear gas.” October 1. Author’s personal experience.

Goodman, Colby. 2025. ‘Strategic Assest Sidelined: Transparency in Commercial Arms Exports.” Transparency International U.S.. January.
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8.2 Improve International Collaboration to Counter Corruption

in Arms Transfers

States should encourage discussions and action on
corruption-fueled diversion risks in arms transfers within
multilateral fora like the UN Arms Trade Treaty (ATT),

the UN Program of Action (PoA) on small arms and light
weapons, Organization for Security and Cooperation in
Europe (OSCE), East Africa Community, and others. We
recommend the following actions to improve international
collaboration:

¢ Elevate corruption as a key enabler of arms
diversion within multilateral agreements -
States should continue to raise the importance
of addressing corruption to effectively curb arms
diversion in multilateral and regional agreement
meetings and conferences. During such meetings,
states could highlight some of the specific ways in
which corruption at home or abroad has contributed
to the diversion of arms. They could encourage
states to take more national action to prevent
corruption-fueled diversion by integrating corruption
risks in arms transfer policies and adopting detailed
implementation guidelines as mentioned in the above
recommendation. States should also encourage
linking international agreements such as the UN
Convention Against Corruption (UNCAC) with arms
diversion efforts.

Strengthen international coordination between
states on corruption-fueled arms diversion

— Several multilateral and regional arms control
agreements, including the ATT and Nairobi Protocol,
push states to share information on corruption to
better understand and prevent the illicit trafficking

or diversion of arms. States should strengthen

these efforts by putting the role of corruption in
arms diversion on the agenda for future meetings

or establishing separate working groups to better
address the issue. It would be critical for states

to develop mechanisms or guidelines for sharing
active information on corruption risks to help prevent
corruption-fueled diversion before it happens.
States should also discuss specific challenges in
identifying corruption risks and effectively curbing
such corruption.
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8.3 Support Research and Reforms to Curb Corruption-Fueled

Arms Diversion

There is an urgent need for more study on corruption-
fueled diversion and support for national efforts to
strengthen defense and security institution efforts to
curb such diversion. We recommend that states take the
following actions:

e Expand support for research grants on issues
related to corruption-fueled diversion — This
study examined several of the stronger defense and
security institutional gaps that complicate efforts to
curb arms diversion. There, however, is a need for
additional research on the issues we raised to further
identify some of the nuances of these gaps. It would
also be helpful to support studies on the conflict of
interest risks of security institutions both regulating the
import and civilian ownership of firearms and selling
such firearms for profit such as the above case study
on Thailand mentions. While we have identified many
of the global indices that can help states answer key
arms diversion risk assessment questions, states
should consider supporting research grants for
organizations to create new indices that periodically
review states’ income, interest, and asset disclosure
systems as well as arms stockpile inventory and
recordkeeping systems and checks.

Increase financial and technical support for
states engaged in strengthening the integrity
of key defense and security institutions — Many
states are actively engaged in supporting defense
and security sector reform efforts bilaterally and
multilaterally. This study reinforces the need for
states to continue to support efforts that can help
identify and curb corruption-fueled diversion. In
particular, states should find ways to effectively
improve states’ income, interest, and asset
disclosure systems, inventory and recordkeeping of
arms stockpiles, and military and police systems for
ensuring salaries are paid on time and personnel are
treated fairly in selection of posts and promotions.
States should continue to support oversight of and
integrity in weapons procurement disposal systems.
There is also a clear need for efforts to strengthen
whistleblower protections and media personnel
exposing corruption-fueled diversion. Lastly, states
should continue to support internal and external
audit bodies and judicial authorities that can fully
investigate corruption issues within defense and
security institutions. The status and results of these
investigations and related prosecutions should be
regularly updated for the public.
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